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I. INTRODUCTION

Business models for the digital distribution of entertainment content
are shifting rapidly, with the overarching goal of providing users any-
where, anytime access to as much content as possible. Various types of file
hosting services, including various forms of so-called "locker" services and
user-generated content Web sites, have grown in availability and popular-
ity, revolutionizing how consumers store, access and share content.1

Apple, Google and Amazon offer "cloud" or "locker" services that
allow users to access their personal music, video, photo and document li-
braries on virtually any device.2 Movie studios are getting into the locker
game - a consortium of studios and consumer electronics companies has
created a cloud-based service known as UltraViolet. UltraViolet gives
users a "digital locker" that stores copies of movies they purchased on
DVD or Blue-ray and allows them to watch these films anywhere,
anytime.

Cyberlocker services, also referred to as "one-click hosting" sites,
such as Hotfile, RapidShare, 4Shared, MediaFire and the recently shut-
down Megaupload, have been growing in availability in the last couple of
years. These services allow users to upload files from their computers so
that they might be shared with anyone in the world. Generally, the user is
given a Uniform Resource Locator (URL) for each file uploaded and may
share that URL link with anyone. Most file hosting services do not secure
these URLs unless the user specifically marks the file as "private." As
such, the files are often searchable and retrievable by the public through
indexes provided by the service itself or third parties. 3 While these services

1 As used in this article, a file hosting service generally refers to any service that
hosts user files and allows users to store and access content using the pro-
vider's servers. File hosting services include "cyberlocker" and "cloud" ser-
vices, as well services that facilitate access to user-generated or user-posted
content, whether video, image or audio. File hosting services often permit
file sharing, but can be distinguished from the peer-to-peer and Bit Torrent
file sharing models.

2 Although certain music-based cloud services are offered by well-known com-
panies such as Apple, Google and Amazon, questions remain whether all
required licenses have been obtained for these services, and that issue is not
the focus of this article.

3 In the wake of the Megaupload indictment, MediaFire, which does not index
its own site and sets non-indexable meta tags, blocked access to FilesTube, a
service which had been crawling and indexing files on the MediaFire ser-



Copyright Enforcement 629

are used to share personal photos with friends and family, store personal
music and movie libraries for access from multiple devices, or to send doc-
uments to colleagues, some of these file hosting services target and reward
the same type of illegal file sharing as peer-to-peer file sharing services.
For instance, through file hosting services, users may upload infringing
copies of copyrighted content for others to download and may themselves
also download numerous infringing copies. Such services may also reward
customers who upload popular content that is frequently downloaded by
others since the more popular the content, the more traffic and advertising
revenue the service generates.4 And while their policies may be neutral as
to whether the content is infringing, the vast majority of content made
available through some of these file hosting services reportedly consists of
unauthorized copyrighted content.5

Certain cyberlocker services may also be used by copyright pirates as
a means of providing unauthorized distribution or performances to users,
who may or may not be charged for the privilege of accessing copyrighted
content. Many pirate sites currently provide streaming or downloads to
their users by providing links back to the cyberlocker service. An example
of a service used for this type of service is Megaupload, whose founders
were arrested and whose site was shut down by the U.S. Department of
Justice as part of an alleged $175 million criminal copyright infringement
conspiracy.

User-generated content ("UGC") sites, often used more as user-
posted content sites (meaning users post third-party copyrighted content

vice. Mediafire Starts Blocking FilesTube Search Traffic, TORRENTFREAK

(Apr. 22, 2012), http://torrentfreak.com/mediafire-starts-blocking-filestube-
links-1220422.

4 Recently, RapidShare published an anti-piracy policy containing guidelines on
how responsible cyberlocker and cloud hosting sites should conduct their
business going forward to reduce infringement. RapidShare stated that, un-
like other file hosting sites, it maintains no incentive programs to reward
users for the number of times their files are downloaded and has also re-
duced download speeds to deter pirates. See, e.g., RapidShare Overtures
Snubbed, "Must Do Better" Say Labels, TORRENTFREAK (Apr. 21, 2012),
http://torrentfreak.com/rapidshare-overtures-snubbed-must-do-better-say-
labels-120421.

5 See Cyberlockers Take over File-Sharing Lead from Bittorent Sites, TORRENT-

FREAK (Jan. 11, 2011), http://torrentfreak.com/cyberlockers-take-over-shar-
ing-lead-from-bittorent-sites-110111 ("Megaupload, Hotfile, 4Shared,
Mediafire and RapidShare are all listed in the top 100 most visited sites on
the Internet before The Pirate Bay, and newcomers such as Fileserve are
eager to do the same. It is worth noting and exemplary of the growing
trend that half of these sites are younger than two years. In a report (pdf)
published by MarkMonitor today it is concluded that RapidShare is the
leading 'digital piracy' site with over 13 billion yearly visitors, followed by
Megaupload with close to 5 billion visits.").
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rather than their own creations), have also grown in availability and popu-
larity. As do the cyberlocker services, these sites similarly allow users to
upload copyrighted content and make it available to the world (or a group
of so-called "friends") without authorization. Some examples of this type
of service are YouTube, Veoh, Facebook and Pinterest.

In theory, it would seem that certain file hosting services that en-
courage or facilitate infringement and profit from the infringement should
have some potential liability for copyright infringement, either directly, or
secondarily under theories of inducement, contributory or vicarious liabil-
ity. However, as discussed below, in practice it has proved challenging to
hold these services responsible for infringement occurring on their sites,
even if they have knowingly profited from the infringement. Due to the
way courts have construed direct and secondary liability in the online con-
text, combined with the manner in which they have interpreted the safe
harbors under the Digital Millennium Copyright Act ("DMCA"), copy-
right owners face multiple obstacles in enforcing their rights against all
types of file hosting services. While U.S. courts have found many unau-
thorized peer-to-peer file sharing sites liable for contributory and/or vica-
rious infringement, the new generation of file hosting services, whether so-
called "cloud" or "locker" services or UGC and user-posted sites, by and
large have not been found liable to date.

While the business model shift to cloud and other types file hosting
services has numerous benefits for online consumers and technology com-
panies, the potential impact of the massive amounts of infringement al-
lowed by, and in some cases even encouraged by, these services on
creators and their authorized distributors is a serious issue. Already the
revenue of the music, motion picture, newspaper and book publishing in-
dustries has substantially declined, while technology company revenues
continue to soar.6

In this article, we: (1) review the trend in the case law away from
imposing any direct or secondary liability on file hosting service providers,
or any obligation for them to cooperate with rights holders other than
through DMCA notice and takedown procedures, (2) examine how file
hosting services that encourage infringement are generally escaping liabil-
ity, while peer-to-peer services generally have not, and (3) analyze
whether interpretation of the law in recent cases has achieved the right
balance between protecting copyright and encouraging innovation. We

6 ROBERT LEVINE, FREE RIDE: How DIGITAL PARASITES ARE DESTROYING

THE CULTURE BUSINESS, AND How THE CULTURE BUSINESS CAN FIGHT
BACK, 1-3 (2011); see also David Waterman & Sung Wook Ji, Online v.
Offline in the U.S.: Are the Media Shrinking? 12-13 (rev. Nov. 18, 2011),
available at http://www.indiana.edu/-telecom/people/faculty/waterman/On-
line-OfflineWorking%20paper-Nov.pdf.
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question whether certain decisions have perhaps gone too far in protecting
service providers to protect the growth of the Internet, an already robust,
profitable industry, to the serious detriment of creators and copyright
owners by making it difficult for them to enforce and profit from their
copyrights.

7

Copyright protections are meaningless if they cannot be enforced.
From the individual creator to the major industry player, many are losing
their ability to effectively exercise their copyright rights and profit from
the works they create and/or distribute simply because they cannot en-
force those rights. They are seeing their profits diverted to service provid-
ers who pay nothing for the ability to host and make copyrighted content
available. We note that now might be a good time to reevaluate, and pos-
sibly, recalibrate, how the courts have interpreted the responsibilities of
the growing numbers of file hosting services to cooperate with copyright
owners if, as a nation, we are concerned about protecting one of our great-
est natural resources - our creativity. It is a simple equation: if our
creators cannot enforce their basic rights online, there will be less
creativity.

II. CAN FILE HOSTING SERVICES BE HELD DIRECTLY
LIABLE FOR COYRIGHT INFRINGEMENT?

Copyright owners could potentially assert claims for direct copyright
infringement against file hosting services that store and provide access to
massive quantities of infringing content. The claim would be that the ser-
vice provider itself is displaying, reproducing, distributing or, for example,
in cases where access to audiovisual or audio works is provided via stream-
ing transmissions, publicly performing the copyrighted content without au-
thorization. 8 While a user may push or click on the button to cause the

7 As Levine notes, the inherent conflict lies in the fact that the online companies
that have built businesses upon other people's creative content are not the
entities that funded the creation of the content in the first place. He states,

technology start-ups like Grooveshark and Hotfile are still building busi-
nesses on the same model: users share content illegally while the com-
pany that allows them to do so profits. This doesn't only hurt creators
whose work is taken without payment; it harms the entire online econ-
omy. Who wants to build a legitimate music business when it's easier to
start an illegal one? Why would anyone invest in a staff of reporters and
editors when it's so much cheaper to aggregate the work of others? How
can any company compete with a rival that offers its products but bears
none of the expenses? The free ride has become the road to riches.

LEVINE, supra note 6, at 8.
8 Under what is known as the "transmit clause" of the Copyright Act, to per-

form or display a work "publicly" means to "transmit or otherwise commu-
nicate a performance or display of the work ... to the public, by means of
any device or process, whether the members of the public capable of receiv-
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copy to be made or uploaded or to initiate the transmission, it is the ser-
vices' systems that actually make and upload the copies and transmit or
stream the content to the recipient. Below, we discuss the important cases
that impact whether a file hosting service could be held directly liable for
copyright infringement.

A. The Volitional Conduct Requirement and the Rise of Netcom
Immunity

Although copyright is a strict liability statute, courts have cautioned
that for direct infringement to be found there must be some element of
volition or direct causation on the part of the accused infringer. There-
fore, beginning in the mid-1990s, in the context of Internet bulletin board
services (BBS) and prior to the DMCA, a body of cases developed that
attempted to delineate when an "Internet service provider" (ISP) could be
said to have sufficient volition to be directly liable for copyright infringe-
ment.9 Religious Technology Center v. Netcom On-Line Communication
Services, Inc., et al. ("Netcom") 10 established what has, in large part, be-
come the standard for direct liability volition in online cases. The plain-
tiffs in Netcom sued both the bulletin board service and the ISP, Netcom,
for the unauthorized reproduction and public distribution and display of
the works of Scientology's L. Ron Hubbard. a" Netcom was an ISP in the
traditional sense, providing general Internet access much as Verizon and
Time Warner Cable do today.' 2 In declining to find direct infringement by
Netcom, the district court stated: "Netcom's act of designing or imple-
menting a system that automatically and uniformly creates temporary cop-
ies of all data sent through it is not unlike that of the owner of a copying
machine who lets the public make copies with it."'13 The court further
compared Netcom to a phone company and concluded that Netcom was

ing the performance or display receive it in the same place or in separate
places and at the same time or at different times." 17 U.S.C. § 101 (2006).

9 Prominent during the late 1970s through the mid-1990s, the online BBS, or
Bulletin Board System, was one of the first identifiable digital file hosting
models. Once logged into the BBS, users could upload and download data,
read bulletins, and exchange messages with other users on the message
boards. As MP3 files spread on the Internet, the BBS was largely sup-
planted by peer-to-peer file sharing networks, e.g., Napster, Gnutella, and
Kazaa, and ultimately the BitTorrent file sharing model. Currently, as de-
scribed above, cyberlockers, such as Hotfile, RapidShare, Megaupload, are
the most prominent online file hosting model.

10 907 F. Supp. 1361 (N.D. Cal. 1995).

11 Id. at 1368.
12 Id.
13 Id. at 1369.
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merely a "passive conduit for information"'14 and should not be held liable
for merely "setting up and operating a system that is necessary for the
functioning of the Internet."'15 Using similar reasoning, the court declined
to find the bulletin board operator directly liable.1 6 The Netcom court con-
cluded: "Only the subscriber should be liable for causing the distribution
of plaintiffs' work, as the contributing actions of the BBS provider are
automatic and indiscriminate.' 17

Subsequent to Netcom, however, two district court cases found suffi-
cient volition to impose direct liability on the service operators. In Play-
boy Enterprises v. Russ Hardenburgh, Inc., a district court found direct
infringement of the distribution and display rights by the bulletin board
service based on the fact that the service encouraged users to upload files
and also utilized a screening process. 18 These facts, the court reasoned,
transformed the defendant from "passive providers of a space in which
infringing activities happened to active participants in the process of copy-
right infringement."' 9 In another case brought by Playboy, Playboy En-
terprises, Inc. v. Webbworld, Inc., a district court found direct infringement
of the reproduction, distribution and display right by the service provider
Webbworld, rejecting the argument that it was a "mere conduit between
its subscribers and adult-oriented newsgroups."' 20 Webbworld would re-
ceive news feeds from certain adult-oriented Internet newsgroups, where
users posted or uploaded articles consisting of text and images.2 'Upon re-
ceipt of this newsfeed, Webbworld, using its own proprietary "ScanNews"
software, would retain the sexually-oriented images (creating two
thumbnails of each image) and thereafter, offer both the full-sized and
thumbnail images to its paying subscribers. 221n distinguishing Webbworld
from the defendants in Netcom, the court stated: "Webbworld functioned
primarily as a store, a commercial destination within the Internet. Just as a
merchant might re-package and sell merchandise from a wholesaler, so did
Webbworld re-package (by deleting text and creating thumbnails) and sell
images it obtained from the various newsgroups. '23 Importantly, the
court emphasized Webbworld's total dominion over the control of its site
and the product it offered to its clientele, concluding:

14 Id. at 1370 n.12.
15 Id. at 1372.
16 Id. at 1370-71.
17 Id. at 1372 (citing Playboy Enters., Inc. v. Frena, 839 F. Supp. 1552, 1554 (M.D.

Fla. 1993)).
18 982 F. Supp. 503, 513 (N.D. Ohio 1997).
19 Id.
20 991 F. Supp. 543, 552 (N.D. Tex. 1997).
21 Id. at 549-50.
22 Id.
23 Id. at 552,
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As a shop owner may choose from what sources he or she contracts to
buy merchandise, so, too, did Webbworld have the ability to choose its
newsgroup sources. Clearly, a newsgroup named, for example,
"alt.sexy.playboy" or "alt.mag.playboy" might instantly be perceived as
problematic from the standpoint of federal copyright law.24

After the DMCA had been enacted, the Fourth Circuit in Costar
Group, Inc. v. LoopNet, Inc. further expanded Netcom immunity to a Web
site operator that allowed its real estate broker subscribers to post listings
and photos, many of which were copyrighted. 25 LoopNet's service fo-
cused on real estate listings - it was not a general provider of Internet
access or even a general BBS. Nonetheless, the Fourth Circuit compared
LoopNet to Netcom, holding that LoopNet's conduct was passive, as it
was LoopNet's subscribers who uploaded the photos and therefore en-
gaged in the volitional conduct. 26 The dissenting opinion attempted to dis-
tinguish LoopNet from Netcom on the basis that LoopNet had a policy of
pre-approving all photos on its Web site and screening photos to ensure
they were in the proper format. 27 Relying on Russ Hardenburgh, the dis-
sent argued that any type of screening process or involvement transformed
LoopNet from a passive provider of access into an active participant in the
process of copyright infringement.28

In 2008, in Cartoon Network LLP v. CSC Holdings, Inc. (referred to
as "Cablevision"), the Second Circuit extended Netcom immunity to a
cable operator by holding that Cablevision could not be held directly lia-
ble for the copies made by subscribers to Cablevision's Remote Storage
Digital Video Recorder ("RS-DVR") system.29 Relying on Netcom and
CoStar Group, the Second Circuit reversed the district court's finding of
direct liability (by stipulation, no secondary liability claims were as-
serted). 30 The Second Circuit held that because Cablevision's customers

24 Id. at 552-53. But see infra Section III.3.b(i) for discussion of Perfect 10, Inc. v.
CCBill, LLC, 488 F.3d 1102 (9th Cir. 2007) (the fact that defendants pro-
vided services to sites entitled "illegal.net" and "stolencelebritypic.com" did
not constitute red flag awareness under the DMCA).

25 373 F.3d 544, 546-47 (4th Cir. 2004).
26 Id. at 547.
27 Id. at 557.
28 Id. at 558 (citing Playboy Enters., Inc. v. Russ Hardenburgh, Inc., 982 F. Supp.

503, 513 (N.D. Ohio 1997).
29 536 F.3d 121, 130-33 (2d Cir. 2008).
30 Id. The district court rejected application of Netcom and Cablevision's efforts

to paint itself as entirely passive in the RS-DVR recording process. Twenti-
eth Century Fox Film Corp. v. Cablevision Sys. Corp., 478 F. Supp. 2d 607,
618-620 (S.D.N.Y. 2007). The district court did not view the RS-DVR sys-
tem as simply a stand-alone piece of equipment akin to a VCR or copy
machine, as Cablevision argued, but instead analogized it to VOD (video-
on-demand), noting that Cablevision actually provided the content being
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issue the record command directly to the system, which then automatically
obeys such commands and engages in no volitional conduct, Cablevision
resembles a store proprietor who charges customers to use a photocopier
on his premises. 31 It seems incorrect, reasoned the court, to say that such
a proprietor makes any copies when his machines are operated by his cus-
tomers.32 In overruling the lower court's rationale, the Second Circuit
stated: "We do not believe that an RS-DVR customer is sufficiently distin-
guishable from a VCR user to impose liability as a direct infringer on a
different party for copies that are made automatically upon that cus-
tomer's command. '33

The Second Circuit in Cablevision also rejected defendants' parallel
volitional argument with regard to the public performance right, i.e., that
there was no direct infringement of the public performance right because
the customer, not Cablevision, initiated playback of the recorded content
and therefore "performed" or "transmitted" the copyrighted content.34 In
declining to extend Netcom to the public performance right, the court con-
cluded that "the definitions that delineate the contours of the reproduc-
tion and public performance rights vary in significant ways."' 35 Ultimately,
however, based on the unique copy transmission theory, discussed below,
the court held that all transmissions were private and that Cablevision did
not infringe the public performance right.

copied, maintained the service on its own premises and maintained a con-
tinuing relationship with its customers. Id. The district court viewed
Cablevision's involvement in the recording process sufficient enough to
conclude that it "would be 'doing' the copying, notwithstanding that the
copying would be done at the customer's behest." Id. at 620.

31 Cartoon Network, 536 F.3d at 131.
32 Id. According to the Second Circuit, this type of scenario stands in stark con-

trast to where a request is made to a human employee, who then volition-
ally operates the copying system to make the copies for the customer, as
was the case in Princeton University Press, where the defendant was found
directly liable. Id. (citing Princeton Univ. Press v. Michigan Document
Servs., 99 F.3d 1381, 1383 (6th Cir. 1996) (en banc)). In Princeton Univer-
sity Press, the defendant operated a commercial copy shop that reproduced,
bound and sold substantial segments of copyrighted content as course packs
to students. Princeton University Press, 99 F.3d at 1383.

33 Cartoon Network, 536 F.3d at 131. The Second Circuit viewed the facts relied
upon by the district court as relevant to contributory - not direct - in-
fringement and intimated that a stronger case for plaintiffs could have been
presented if secondary copyright infringement had in fact been asserted.
Many of the facts relied upon by the district court distinguished the
Cablevision case from the Sony case, where secondary infringement was not
found based on the sale of the VCR device. Id. at 132-33 (citing Sony Corp.
of Am. v. Universal City Studios, Inc., 464 U.S. 417, 437-38 (1984)).

34 Cartoon Network, 536 F.3d at 134.
35 Id.
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In 2009, the district court in Arista Records, LLC v. Usenet.com, Inc.
rejected the application of Netcom, Costar Group and Cablevision, and
instead held the service provider directly liable for infringing the distribu-
tion right.36 This type of direct liability ruling against an ISP, which seems
increasingly rare given judicial predilection for applying Netcom, followed
the older, pre-DMCA Russ Hardenburgh and Webbworld line of cases. 37

In Arista v. Usenet, the Usenet service operated as a file distribution ser-
vice that made copyrighted music available for users to download.38 De-
fendant Usenet argued that it operated akin to a "common carrier" that
delivers requested content to subscribers automatically without active in-
volvement.39 The court disagreed and found sufficient volition based on
the fact that Usenet took active measures to create servers dedicated to
MP3 files and to increase retention times of newsgroups containing MP3
files, and further engaged in filtering of content. 40

Judicial predilection for Netcom immunity appeared again in the
more recent Disney Enterprises, Inc. v. Hotfile Corp. case, where a Florida
district court extended Netcom immunity to Hotfile, a true file hosting ser-
vice.41 Hotfile makes copies of each file uploaded by its users and creates
a URL link for each, from which any user can then download the file. 42

Disney argued that because Hotfile's servers automatically made five ad-
ditional copies of every file uploaded by a user (and then assigned a
unique link to each copy), Hotfile should have been held directly liable for
copyright infringement of the distribution right.4 3 Relying on both Costar
Group and Cablevision, the court disagreed and concluded that the auto-
matic conduct of software, unaided by human intervention, is not "voli-
tional" and therefore Hotfile is not directly liable. 44

Although arguably expanded beyond its original purpose, not all
courts are blindly applying Netcom immunity, as evidenced by the recent
Warner Brothers Entertainment, Inc. v. WTV Systems, Inc. case, where the
defendant unsuccessfully sought Netcom protection for its Zediva movie
streaming service. 45 Using purchased copies of DVDs, defendant

36 633 F. Supp.'2d 124 (S.D.N.Y. 2009).
37 Id. at 147-49.
38 Id. at 130-31.
39 Id. at 148.
40 Id. at 148-49 (citing Playboy Enters., Inc. v. Russ Hardenburgh, Inc., 982 F.

Supp. 503, 503 (N.D. Ohio 1997)).
41 798 F. Supp. 2d 1303 (S.D. Fla. 2011).
42 Id. at 1306.
43 Id. at 1309.
44 Id. at 1309-10 (citing Costar Group, Inc. v. LoopNet, Inc., 373 F.3d 544, 550

(4th Cir. 2004) and Cartoon Network, LLP v. CSC Holdings, Inc., 536 F.3d
121, 131 (2d Cir. 2008)).

45 824 F. Supp. 2d 1003, 1009 (C.D. Cal. 2011).
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streamed or "transmitted" performances of the films via the Internet to its
customers.4 6Because the customer initiated the viewing of the film by
pressing a virtual button, defendants attempted to argue that it was the
customer, not Zediva, that was performing the copyrighted works and
therefore, that there was insufficient volition to find direct infringement of
the public performance right by the service.47 The district court rejected
this argument and concluded that the fact that Zediva customers initiated
the transmission by turning on their computers and choosing which film to
view was immaterial - the service provider still transmitted a perform-
ance to the public.4 8

A key factor in WTV Systems was that the party providing the Zediva
service had discretion over what content was made available via streaming
to its paying customers. In Capitol Records, Inc. v. MP3tunes, LLC, by
contrast, the court addressed the volitional requirement in the context of
the transmission of content claimed to have been uploaded or made avail-
able at the direction of users. 49 Plaintiff EMI alleged both direct and con-
tributory infringement of the public performance right as a result of
MP3tunes' rebroadcast or transmission of songs.50 MP3tunes is a music-
focused "locker" service that also offered a related "Sideload" service.
The Sideload service allowed users to "sideload" into their so-called lock-
ers allegedly "free" music hosted on various third party sites, irrespective
of whether said sites had authorization from the copyright owners to host
the music. 5 1 The Sideload Service also provided an index of these sites so
that others could stream and "sideload" the same music to their own
"lockers."15 2 Apart from its search function, the Sideload service also gen-
erated lists of "Most Popular," "Featured" and "New" songs that users
could browse. 53 In addressing whether MP3tunes could be held directly
liable under the transmit clause, the court concluded that, "MP3tunes' on-
line storage system utilizes automatic and passive software to play back

46 Id. at 1007.
47 Id. at 1009-10.
48 Id. at 1010.
49 821 F. Supp. 2d 627, 649-50 (S.D.N.Y. 2011). MP3tunes is owned and operated

by Michael Robertson, who is no stranger to copyright infringement claims,
having been sued in 2000 for his MP3.com service. See UMG Recordings,
Inc. v. MP3.com, Inc., 92 F. Supp. 2d 349 (S.D.N.Y. 2000).

50 Capitol Records, Inc. v. MP3tunes, LLC, 821 F. Supp. 2d at 649-50.
51 Id. at 647-48.In an attempt to justify its business model, MP3tunes argued that

by offering a promotional download through an authorized Web site, EMI
either abandoned its copyrights altogether or authorized downloads outside
of the promotional context. Id.

52 Id. at 633-35.
53 Id. at 634,
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content stored at the direction of users . . . precisely the type of system
routinely protected by the DMCA safe harbor." 54

It therefore appears that despite the Second Circuit's refusal in
Cablevision to expand Netcom immunity to the public performance right,
the MP3tunes court effectively did so. The court's blatant sidestepping of
whether MP3tunes was directly liable as a transmitter is indeed troubling
from a copyright enforcement perspective, particularly since MP3tunes
seemed to function more as a destination for music rather than a mere
conduit or neutral service provider. From the consumer's perspective,
MP3tunes' locker and "Sideload" services, together with the index of
songs, appears to have functioned as a music streaming service just as the
Zediva service functioned as a movie streaming service. And just as
Webbworld functioned as a destination for photos, MP3tunes appears to
have functioned as a destination for music.

B. Under the Transmit Clause: Public or "Private" Performance?

In addition to facing potential expansion of Netcom immunity, copy-
right owners seeking to enforce their public performance right against In-
ternet service providers face a separate issue - whether a transmission
"to the public" (emphasis added) under the Copyright Act has taken place.
As discussed below, the Second Circuit's decision in Cablevision has cre-
ated a technological loophole by which content providers may attempt to
circumvent the transmit clause of the Copyright Act through the creation
of unique - albeit temporary - copies from which each user's transmis-
sion of a performance results.

Columbia Pictures Industries and On Command Video are the foun-
dational cases that address what it means to publicly perform a work
under the transmit clause of the Copyright Act, i.e., to transmit or other-
wise communicate a performance of a work to the public.55 In Columbia
Pictures Industries v. Redd Home, the defendant operated stores offering
video "showcasing" in small, private booths with a television. 56 Once the
customer selected a film to watch, a store employee would insert that tape
in one of the video cassette players ("VCP") in the front of the store and
transmit the film to the customer's viewing booth.57 The On Command
Video case concerned a system for the electronic delivery of film video-
tapes to hotel guests.58 The system consisted of a bank of VCPs centrally

54 Id. at 650. See infra Section III.3.c(i)- (ii) for discussion of the court's findings
on Section 512 in MP3tunes.

55 17 U.S.C. § 101 (2006).
56 749 F.2d 154, 156-57 (3d Cir. 1984).
57 Id. at 157.
58 On Command Video Corp. v. Columbia Pictures Indus., 777 F. Supp. 787, 789-

90 (N.D. Cal. 1991).
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located in the hotel's equipment room and connected to the hotel rooms.59

When a hotel guests selected a particular movie to watch, the VCP con-
taining that tape would transmit the film to that hotel room.60 In both the
Columbia Pictures Industries and On Command cases, there was only one
videotape per film, and only one booth or room could receive the film at
any one time. In an attempt to circumvent the public performance right,
defendants in both cases unsuccessfully argued they were offering mere
"electronic rentals" similar to the physical borrowing of videotapes.6 1 In
both cases, the court found a violation of the public performance right,
emphasizing that under the Copyright Act, a performance is still public
"whether the members of the public ... receive it in the same place or in
separate places and at the same time or at different times."'62 As stated by
the On Command court, "the non-public nature of the place of the per-
formance has no bearing on whether or not those who enjoy the perform-
ance constitute 'the public' under the transmit clause."'63

The Second Circuit in the Cablevision case, however, agreed with de-
fendants' argument that the transmissions of recorded content to their
paying RS-DVR subscribers were not "to the public" even though its RS-
DVR service allowed subscribers to view the same programs at different
times and places.64 The programming was recorded at the direction of the
subscriber, but was stored on and transmitted from Cablevision's RS-DVR
servers. Cablevision's system stored a unique copy of each customer's re-
corded programming. 65 Ignoring the language of Section 106 of the Copy-
right Act which attaches the public performance right to the work and not
a particular copy of the work, the Second Circuit reasoned that under the
transmit clause, courts must examine the potential audience of a given

59 Id. at 788.
60 Id.
61 Columbia Pictures Industries, Inc., 749 F.2d at 159-60; On Command Video

Corp., 777 F. Supp. at 789-90. The argument that the activity at issue consti-
tuted an "electronic rental" derived from the First Sale Doctrine, which pre-
vents the copyright owner from controlling the future transfer of a
particular copy once its material ownership has been transferred. Under
the First Sale Doctrine, an establishment may rent or lease DVDs, books
and/or video games without payment of a copyright royalty. See Columbia
Pictures Industries, Inc., 749 F.2d at 159-60. The Columbia Pictures Indus-
tries and On Command Video courts rejected this argument, holding that
defendants' activities did not constitute a transfer of a copy but rather a
public performance.

62 Columbia Pictures Industries, Inc., 749 F.2d at 159; On Command Video Corp.,
777 F. Supp. at 790.

63 On Command Video Corp.,: 777 F. Supp. at 790.
64 Cartoon Network, LLP v. CSC Holdings, Inc., 536 F.3d 121, 137-40 (2d Cir.

2008).
65 Id. at 137.
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transmission to determine whether that transmission is "to the public." 66

The court then held: "Because the RS-DVR system, as designed, only
makes transmissions to one subscriber using a copy made by that sub-
scriber, we believe that the universe of people capable of receiving an RS-
DVR transmission is the single subscriber whose self-made copy is used to
create that transmission." 67 Therefore, no direct infringement of the pub-
lic performance right was found in the Cablevision case. Aware of the
potential technological loophole created by the decision, the Second Cir-
cuit cautioned that, "[t]his holding ... does not permit content delivery
networks to avoid all copyright liability by making copies of each item of
content and associating one unique copy with each subscriber." 68

Despite the Second Circuit's cautionary language, there have been
numerous attempts to expand application of the Cablevision private per-
formance holding to new business models. For example, in Warner Broth-
ers Entertainment, Inc. v. WTV Systems, Inc., the defendants argued that
under Cablevision, their "remote DVD playback transmissions," as they
called them, were not "to the public" because only one person was capable
of receiving that transmission.69 The defendants essentially sought to re-
duce each one-to-one Internet transmission to a private performance. The
district court rejected the defendants' arguments, and relying on On Com-
mand and Redd Home, found direct infringement of the public perform-
ance right based on the fact that the defendants used the same DVD over
and over again to transmit performances of the plaintiffs' copyrighted
works. 70 Given the absence of the existence and use of distinct copies, the
court refused to expand Cablevision's private performance ruling.7 1

In Capitol Records, Inc. v. MP3tunes, LLC, the master copy versus
unique copy distinction from Cablevision resurfaced with regard to
whether there was a public or private performance. 72 Relying on Cablevi-
sion, plaintiffs argued on summary judgment that MP3tunes violated the
public performance right because MP3tunes utilized a "master copy" to
rebroadcast songs from the "lockers" to its customers (as opposed to stor-
ing a unique copy of content in each customer's locker). 73 The district

66 Id.
67 Id.
68 Id. at 139-40.
69 824 F. Supp. 2d 1003, 1011 n.7 (C.D. Cal. 2011).
70 Id. Indeed, although developed approximately twenty years later, the Zediva

system was analogous to the On Command system - instead of videotapes,
the Zediva system used DVDs, instead of wired transmissions to hotel
rooms, the Zediva system transmitted content from a central bank of DVD
players to the consumer's computer via an Internet connection.

71 Id.
72 821 F. Supp. 2d 627, 649-50 (S.D.N.Y. 2011).
73 Id.
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court disagreed and took Cablevision one step further, concluding that the
MP3tunes' system used a "standard data compression algorithm that elim-
inated redundant digital data," not a "master copy" system. 74Tellingly, the
court never explained why it mattered that a "standard data compression
algorithm that eliminated redundant digital data" was used rather than a
"master copy" system. Nonetheless, the court stated that reliance on
Cablevision is "inapposite" because that case pertained to a cable pro-
vider, not an ISP. Ultimately, as mentioned, the court sidestepped the
entire direct infringement analysis, concluding instead that MP3tunes' ser-
vice should be subject to a Section 512 DMCA analysis, which is discussed
below.

75

Most recently, through a strict application of Cablevision, the South-
ern District of New York denied plaintiffs, ABC, CBS, NBC and other
copyright owners of over-the-air ("OTA") television programming a pre-
liminary injunction against Aereo. 76 Through both its "Watch" and "Re-
cord" offerings, the Aereo service enables its customers to receive over-
the-air (OTA) broadcast television via the Internet on their computers,
smart phones or other enabled devices.77 Plaintiffs sought a preliminary
injunction only with regard to Aereo's "Watch" service, on the ground
that this service essentially provides unauthorized retransmissions - in
real time - of live OTA broadcast television programming, thus violating
the transmit clause.78 Under the Copyright Act, cable system operators
and satellite carriers are required to pay a compulsory license to content
owners for the retransmissions of broadcast programs, and Internet
streaming has been held to fall outside of the Act's compulsory retrans-

74 One could easily argue that the evidence adduced at the summary judgment
stage indicated at minimum an issue of fact as to whether MP3tunes by
virtue of its de-duplication of redundant data utilized a "master copy" to
store and play back content. For example, the record revealed the following
regarding the way MP3tunes' system functioned: If different users
uploaded the same song containing identical blocks of data to MP3tunes'
servers, those blocks will be assigned the same hash tag and typically will be
saved only once. If a user plays a song from a locker, the storage system
uses the hash tags associated with the uploaded song to reconstruct the ex-
act file the user originally uploaded to his locker. Id. at 634.

75 Id. See infra Section II.3.c(i)-(ii) for discussion of the court's findings on Sec-
tion 512 in MP3tunes.

76 Am. Broad. Cos. v. Aereo, Inc., No. 12-1540, 2012 WL 2848158, at *1
(S.D.N.Y. July 11, 2012).

77 Id. at *2.
78 Memorandum of Points and Authorities in Support of Plaintiff's Joint Motion

for a Preliminary Injunction at 7-9, Am. Broad. Cos.. v. Aereo, Inc., No. 12
Civ 1540 (S.D.N.Y. argued May 30, 2012).
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mission licensing framework. 7 9 Aereo claimed under Cablevision, that

any performance is private because all transmissions originate from a cus-
tomer's unique copy made at their request.8 0

As described by the district court, "[s]electing 'Watch' causes Aereo's
system to transmit a web page to the user in which the program starts after
a short delay, allowing the user to view the program 'live,' i.e., roughly
contemporaneous with its over-the-air broadcast."' 81 Upon selecting a
broadcast program in "Watch" mode, the consumer's assigned antenna is
activated and tuned into the station carrying the broadcast, a unique copy
of the requested programming is made, and the transmission to the user
results from that unique copy. 82 In "Watch" mode, the user can also pause
or rewind, which, as the court noted, increases the disparity between the
time at which the program is initially broadcast and the time at which the
user watches it. 83 The "Record" mode works similarly, with the main dif-
ference being that the copies made in "Record" mode are permanent -
the copies made in the "Watch" function are not automatically retained. 84

Aereo argued that Cablevision insulated it from any liability for in-
fringement of the public performance right. The plaintiffs attempted to
distinguish the facts of Cablevision on the following grounds: Aereo's sub-
scribers are watching the programs as they are still being broadcast, they
are not using the copies Aereo creates for "time-shifting" as the customers
were in Cablevision, and the Aereo copies do not "break[ ] the chain of
the [over-the-air] transmission" received by Aereo.85 The court rejected
all of plaintiffs' efforts to distinguish Cablevision, noting three salient facts
that place Aereo's "Watch" mode squarely within the Cablevision holding:
(1) Aereo's system creates a unique copy of each television program for
each subscriber who request to watch that program, saved to a unique
directory on Aereo's hard disks assigned to that user; (2) each transmis-
sion that Aereo's system ultimately makes to a subscriber is from that
unique copy; and (3) the transmission of the unique copy is made solely to
the subscriber who requested it. 86 With regard to plaintiffs' argument that
Cablevision's holding was limited to situations of true time-shifting where

79 17 U.S.C. §§ 111(c) (cable systems), 111(a)(4), 119, 122 (satellite carriers); see
WPIX, Inc. v. ivi, Inc., 765 F. Supp. 2d 594, 617 (S.D.N.Y. 2011) affd, 691
F.3d 275 (2d Cir. 2012) (2006).

80 Aereo's Memorandum of Law in Opposition to Plaintiff's Motion for Prelimi-
nary Injunction on Copyright, at 2, Am. Broad. Cos. v. Aereo, Inc., No. 12
Civ 1540 (S.D.N.Y. argued May 30, 2012).

81 Aereo, 2012 WL 2848158, at *2.
82 Id. at *3.
83 Id. at *2.
84 Id. at *4.
85 Id. at *10.
86 Id. at *11.
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the initial broadcast of the programming was licensed, the district court
stated, "time-shifting is simply not the basis of the Second Circuit's
[Cablevision] opinion" and "this Court remains obligated to apply the Cir-
cuit precedent with fidelity to its underlying reasoning. '87 The concept of
time-shifting stems from the Supreme Court's decision in Sony, where the
Court held that Sony was not contributorily liable for its distribution of the
Betamax (VCR) television recorder because the device had a substantial
non-infringing use, namely time-shifting of television programs, which the
Court held was a fair use.88 As mentioned, Cablevision did not involve
claims of contributory liability-only claims for direct infringement.

An important issue in the case was the nature of the copies made by
Aereo in "Watch" mode. Because a user's unique copy of the program-
ming was only retained until after the user finishes watching the program,
plaintiffs argued that the copies were analogous to temporary buffer cop-
ies that are created when content is streamed.89 Case law has confirmed
that streaming constitutes a public performance under the transmit
clause.90

Given the way Aereo's system was engineered, e.g., creating unique
copies from a signal received by each user's unique antenna, the court
refused to find Aereo's "Watch" copies to be purely facilitory. 91 The court
noted, "[t]here may be cases in which copies are purely facilitory, such as
true buffer copies or copies that serve no function whatsoever other than
to pass along a clearly identifiable 'master' copy from which the transmis-
sion is made. ' 92 Last, following Cablevision, the court refused to "look
back (or 'upstream') to the point at which Aereo's antennas obtain the
broadcast content to conclude that Aereo engages in a public performance
in retransmitting this content. '93

C. The Import of the Cases: Establishing Direct Infringement in the
Context of File Hosting Services

As the above discussion illuminates, copyright owners face many judi-
cially-created obstacles in asserting claims for direct infringement in the
context of file hosting services. First, the Netcom volitional standard

87 Id. at *13.
88 Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 437-38 (1984).
89 Aereo, 2012 WL 2848158, at *17.
90 See, e.g., United States v. ASCAP, 627 F.3d 64,74 (2d Cir. 2010); WPIX, Inc. v.

ivi, Inc., 765 F. Supp. 2d 594, 601 (S.D.N.Y. 2011); Warner Bros. Entm't,
Inc., 824 F. Supp. 2d at 1011; Video Pipeline, Inc. v. Buena Vista Home
Entm't, Inc., 192 F. Supp. 2d 321, 332 (D.N.J. 2002), affd on other grounds,
342 F.3d 191 (3d Cir. 2003).

91 Aereo, 2012 WL 2848158, at *21.
92 Id.
93 Id. at *12.
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evolved to protect passive conduits or neutral bulletin board services from
direct liability. Over the years, we have seen Netcom expanded to services
that are actively involved in serving up and serve as commercial destina-
tions for a specific type of content. Given Netcom and its progeny, it will
likely be difficult to establish direct liability against a file hosting service,
such as Hotfile, where the content is uploaded at the direction of the user.
We query whether the district court's decision in Capitol Records v.
MP3tunes to simply skip over the direct liability analysis was correct given
how involved MP3tunes was in indexing music on the Sideload service and
the fact the MP3tunes functioned as a destination for music. Perhaps
courts should revisit the approach of the Webbworld and Arista v. UseNet
cases and deny Netcom immunity to a service that plays an active role in
selecting the content to be offered or otherwise has involvement that
transforms it from a passive provider to a commercial destination for con-
tent. Importantly, in the on-line world, a service's functions are almost
always performed automatically as a result of software - this, in and of
itself, should not defeat a finding of volition. We question whether the
Netcom volitional standard, if not properly circumscribed to truly passive
conduits and neutral file hosting services, will have been expanded too far
in an effort to protect technology at the expense of copyright.

Second, technology shifts continue to challenge the scope of the pub-
lic performance right, specifically the transmit right. While many of these
technology shifts have increased efficiency, some of the new technologies
were created solely in an attempt to circumvent the copyright laws by posi-
tioning themselves under the expanding umbrella of the Cablevision hold-
ing. The Copyright Act's definition of "to perform a work publicly"
specifically includes a transmission right, i.e., "to transmit or otherwise
communicate a performance or display of the work ... by means of any
device or process." Both the plain text and legislative history of the trans-
mit clause indicate that it was meant to be broadly construed to cover not
only the "initial rendition or showing" of a work, but also all further acts
by which such "rendition or showing is transmitted or communicated to
the public."' 94 Congress made it clear in the legislative history that a per-
formance or display may be accomplished by "any sort of transmitting ap-

94 See H.R. REP. No. 94-1476, at 63 (1976); see also 17 U.S.C. § 101 (2006) (defin-
ing publicly perform as including "to transmit ... a performance ... of the
work . . . to the public, by means of any device or process, whether the
members of the public capable of receiving the performance... receive it in
the same place or separate places and at the same time or at different
times") (emphasis added).
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paratus, any type of electronic retrieval system, and any other techniques
and systems not yet in use or even invented. 95

Nonetheless, in the context of the public performance right, attempts
to expand the Cablevision holding persist, as evidenced by the recent

Aereo case. The technological distinction drawn by the district court be-
tween Aereo's copies and buffer or facilitating copies provides little clarity
or guidance and arguably widens Cablevision's technological loophole.
Although the court expressly rejected Aereo's contention that "the crea-
tion of any fixed copy from which a transmission is made always defeats a
claim for a violation of the public performance right"9 6 - acknowledging
that "[t]his position would eviscerate the transmit clause given the ease of
making reproductions before transmitting digital data"9 7 - the court's
rote application of Cablevision threatens to do just that. Upon appeal in
the Aereo case, the Second Circuit may provide clarity and guidance in a
way that honors the technological breadth and neutrality of the transmit
clause and further does not blind itself to what the Aereo "Watch" func-
tion actually does - like a cable system operator, captures copyrighted
OTA broadcasts and retransmits them to its own paying subscribers in vir-
tual real time. If services can avoid liability merely by making a techno-
logical tweak or a temporary copy from which the transmission originates,
what does this say about the way courts have construed the Copyright
Act? The Cablevision court specifically stated that content delivery net-
works cannot avoid all copyright liability by enabling each subscriber to
make their own individual copies.98 Presumably, the Second Circuit's cau-
tionary language meant that Cablevision's private performance ruling
should be limited to its unique facts where the service is used for time-
shifting and the original transmission of content was in fact authorized in
the first place. In the world of so-called locker and cloud services that
transmit content to users, a failure by courts to properly circumscribe the
Cablevision ruling seriously threatens to upend the balance between copy-
right protection and innovation.

Obviously, it is impractical and inefficient to bring direct infringement
actions against each of the vast number of individual infringing users.
Given the potential difficulty in establishing direct liability against a file

95 See H.R. REP. No. 94-1476, at 64 (1976) ("The definition of 'transmit' . . . is
broad enough to include all conceivable forms and combinations of wired or
wireless communications media, including but by no means limited to radio
and television broadcasting as we know them.")

96 Am. Broad. Cos., Nos. 12 Civ 1540 (AJN), 12 Civ 1543, 2012 WL 2848158, at
*21 (S.D.N.Y. July 11, 2012).

97 Id.
98 Cartoon Network, LLP v. CSC Holdings, Inc., 536 F.3d 121, 139-40 (2d Cir.

2008).
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hosting service, which allows users to upload the content, copyright own-
ers often opt instead to assert claims of secondary infringement against the
service itself. As shown below, judicial interpretation and application of
the DMCA have also made it difficult for copyright owners to assert
claims for secondary infringement against file hosting services.

II. SECONDARY LIABILITY AND THE DMCA

Given the potential difficulty in establishing sufficient volition for di-
rect liability against a service, copyright owners increasingly rely on secon-
dary liability to enforce rights against file hosting services that profit from
their copyrighted content.99 In recent cases brought against file hosting
services, courts have construed the common law standards of contributory
and vicarious liability in a relatively narrow manner and, as we explore
below, have gone to great lengths to find DMCA safe harbor protection
for the service providers. Below, we discuss the trend in these DMCA
decisions away from imposing secondary liability on file hosting services or
from imposing any obligation to cooperate with rights holders, other than
through notice and takedown procedures. We conclude that courts gener-
ally have favored file hosting services over Bit Torrent and other peer-to-
peer file sharing services, and, as a result, file hosting services that were
built on encouraging and profiting from infringement have escaped liabil-
ity under the DMCA. By contrast, in the peer-to-peer cases discussed be-
low, i.e., Grokster, Napster, Aimster, Columbia Pictures v. Fung, Arista v.
Lime Group and Arista v. Usenet, the DMCA defense was either rejected
by the court or not asserted. We question whether there is a sound legal
or policy basis underlying the favorable treatment of file hosting services.

For purposes of this article, we adopt the view that secondary liability
encompasses two related, but distinct, theories - contributory liability
and vicarious liability - and that inducement liability falls under the cate-
gory of contributory liability. Although the Court in Grokster appeared to
describe both inducement liability and Sony "staple-article-of-commerce"
liability as forms of contributory infringement, noting there are "others," a
number of post-Grokster cases have treated inducement liability as a dis-
tinct form of secondary liability. 100 Under both contributory liability and

99 See, e.g., Arista Records v. Lime Group, LLC, 715 F. Supp. 2d 481, 506
(S.D.N.Y. 2010). "The rationale for secondary liability is that a party who
distributes infringement-enabling products or services may facilitate direct
infringement on a massive scale, making it 'impossible to enforce [copyright
protection] effectively against all direct infringers."' Id. at 506 (citing
Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 545 U.S. 913, 929-30
(2005)).

100 See 545 U.S. at 929-30; see also Arista Records, LLC v. Lime Group, LLC, 715
F. Supp. 2d at 481; Arista Records, LLC v. Usenet.com, Inc., 633 F. Supp.
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vicarious liability theories, a service provider potentially could be held lia-
ble for the direct infringement of a user. As a preliminary matter, under
any theory of secondary liability, the direct infringement of another -
e.g., the service provider's users - must first be established. The direct
infringement of users is generally not difficult to establish with respect to
any Internet service for which it can be shown that users are illegally
uploading or downloading copyrighted content. 1° 1

A. Contributory Infringement

A contributory infringer has traditionally been defined as "one who,
with knowledge of the infringing activity, induces, causes or materially
contributes to the infringing conduct of another.' 10 2 The Supreme Court
in Grokster further defined contributory liability to include "intentionally
inducing or encouraging direct infringement.' 1 0 3 The elements of a con-
tributory infringement claim are: (i) actual or constructive knowledge of
the infringement and (ii) material contribution to, or inducement of, the
infringement. Courts have applied several different tests in the online en-
vironment to determine whether the provider of a service used by others
for infringing purposes was contributorily liable. 10 4 The various standards
for contributory liability are described below.

1. Material Contribution: Providing the Site and Facilities for
Infringement

By the early 2000s, mass-scale online infringement through peer-to-
peer file sharing technologies was firmly entrenched. One of the first con-
tributory copyright infringement cases brought against an online service

2d 124, 150-549 (S.D.N.Y. 2009); Columbia Pictures v. Fung, No. 06-5578,
2009 WL 6355911 (C.D. Cal. Dec. 21, 2009) (distinguishing inducement lia-
bility from material contribution as separate forms of contributory liability);
but see Capitol Records, Inc. v. MP3tunes, LLC, No. 07-9931, 2009 WL
3364036, at *4 (S.D.N.Y Oct. 16, 2009) (dismissing plaintiffs' cause of action
for inducement because it was not a separate claim from contributory
liability).

101 See, e.g., Arista Records, LLC v. Lime Group, LLC, 715 F. Supp. 2d at 507.
102 Gershwin Publ'g Corp. v. Columbia Artists Mgmt., Inc., 443 F.2d 1159, 1162

(2d Cir. 1971).
103 545 U.S. at 934.
104 For instance, the Court in Grokster described two main categories of contribu-

tory liability, the Sony standard of substantial non-infringing uses and the
inducement standard under which it found the Grokster service liable, not-
ing there are "others." Id. at 929. See also Capitol Records, Inc. v.
MP3tunes, LLC, 821 F. Supp. 2d 627, 646 (S.D.N.Y. 2011) (stating that,
"[c]ontributory liability is premised on 'personal conduct that encourages or
assists the infringement' ") (quoting Arista Records, LLC v. Doe 3, 604 F.3d
110, 118 (2d Cir. 2010)).
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provider that facilitated massive infringement was A&M Records, Inc. v.
Napster.105 The court in Napster found contributory liability based on the
knowing provision of the site and facilities for infringement. 10 6 Napster
had allowed its users to store MP3 music files on their own computers and
to make the files available to other users.107 Users were able to search for
MP3 music files stored on other users' computers via the Napster peer-to-
peer system.108 Upon finding a file, users could then transfer an exact
copy of the file from another's computer to the user's own computer and
would make files on their own computers available for other users of the
service. 109

The Ninth Circuit in Napster looked to the 1971 Second Circuit
Gershwin case for the traditional standard of contributory liability: "one
who, with knowledge of the infringing activity, induces, causes or materi-
ally contributes to the infringing conduct of another." 0 The court held
that Napster had "actual knowledge that specific infringing material [was]
available using its system, that it could block access to the system by sup-
pliers of the infringing material, and that it failed to remove the mate-
rial." '' The court also found that Napster materially contributed to the
infringing activity because, without the services Napster provided, its users
would not be able to find and download infringing music as easily from
other users.1 2 The court relied in particular on the brick and mortar case,
Fonovisa v. Cherry Hill, in which the Ninth Circuit had found a swap meet
operator contributorily liable for the infringement of vendors who sold
pirate music cassettes from booths on the premises.1 3 There, the defen-
dant was found to have knowledge of the infringement; it had been noti-
fied by the police that vendors were selling pirate music cassettes. The
court also found that the swap meet operator provided the physical site, as
well as other facilities (e.g., parking, restrooms, etc.), which permitted the
infringing activity to take place. The Ninth Circuit in Napster extended
this decision into the online world, finding that, because Napster knew of
the infringement and provided the virtual "site and facilities" for the in-
fringing conduct, Napster was contributorily liable for copyright
infringement.'

14

105 A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001).
106 Id. at 1020-22.
107 Id. at 1011.
108 Id.
109 Id.
110 Id. at 1019 (citing Gershwin Publ'g Corp. v. Columbia Artists Mgmt., Inc., 443

F.2d 1159, 1162 (2d Cir. 1971)).
11 Id. at 1022.

112 Id. at 1022.
113 76 F.3d 259, 264 (9th Cir 1996).
114 See 239 F.3d at 1023; Fonovisa, 76 F.3d at 262.
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By contrast, in Perfect 10 v. RapidShare,115 the court ruled that Per-
fect 10 was not likely to prevail on its claim of contributory infringement
against cyberlocker service RapidShare - even though RapidShare had
specific knowledge of its users' direct infringement. 1 6 The court deter-
mined that RapidShare did not materially contribute to the infringement
under the Napster/Fonovisa rule, it reasoned that the mere existence of a
file hosting service was not sufficient for a finding of the provision of the
site and facilities for infringement.' 17 The court distinguished Rapid-
Share's service from the Napster service, stating that whereas Napster
maintained a search engine of its directory of files, RapidShare did not
index users' materials. 118 Instead, an industry of third-party indexers as-
sists users in finding illegal copies of copyrighted content on RapidShare
hosted URLs. 119

Napster was decided on far more general grounds, however. The
court found that Napster provided the site and facilities for infringement
because the service as a whole assisted users in locating and downloading
infringing material. The fact Napster provided users with its own search
tool was only one of several factors considered by the court, not the con-
trolling factor. In focusing primarily on RapidShare's lack of a search tool,
the court arguably lost sight of the overall purpose of the contributory
liability standard - to hold responsible those who knowingly allow their

115 No. 09-CV-2596 H (S.D. Cal. May 18, 2010). RapidShare could not avail itself
of the Section 512(c) safe harbor, because at the time the service did not
have an agent designated with the U.S. Copyright Office for the receipt of
takedown notices, a clear requirement under Section 512(c).

116 Perfect 10, Inc. v. RapidShare, A.G., slip op. at 8-9.
117 Id.; but see Capitol Records, Inc. v. MP3tunes, LLC, 821 F. Supp. 2d 627, 648-

49 (S.D.N.Y. 2011) (finding contributory liability for the copies of infringing
materials in users' lockers on the MP3tunes locker service-which the ser-
vice had failed to remove after receiving notice of the original uploaded
copy-on the grounds that its service substantially contributed to the in-
fringing activity by providing the "site and facility" for the infringing activ-
ity and MP3tunes' "knowledge of infringing sideloaded material [was]
manifest.").

118 Perfect 10, Inc. v. RapidShare, A.G., slip op. at 8-9. The court also found that
the plaintiff had not met its burden of showing that RapidShare was liable
for inducing infringement under the Grokster inducement rule (confusing it
with the Sony discussion of the Grokster rule) because RapidShare's service
has "substantial lawful uses" and it "strives to eliminate infringing uses."
See id. at 11.

119 When a user posts a file to RapidShare, the user is given a URL. The default
at the time of suit was that the URL would be publicly accessible, so anyone
having the URL address could access the file located at the URL. Indexing
services arose which allowed the public to search for specific content on the
RapidShare service not specifically designated as private.
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services to be used for infringement and who could, but fail to, take simple
measures to stop the infringement. 120

2. Material Contribution: Ability to Prevent Further Damage but
Failure to Do So

The Ninth Circuit in Perfect 10 v. Amazon.com sought to derive a
single standard from the common law precedent for contributory infringe-
ment in an electronic environment - what it called a "refined" test "in
the context of cyberspace."1 2 1 It adopted a test for contributory infringe-
ment that it ascribed to Napster and Netcom,122 where the operator has
"actual knowledge that specific infringing material is available using its
system" and can "take simple measures to prevent further damage" to
copyrighted works, yet continues to provide access. 123 The court ex-
plained that both Napster and Netcom "ruled that a service provider's
knowing failure to prevent infringing actions could be a basis for imposing

120 Since the time of this suit and lawsuits filed against it in Germany, RapidShare
has adopted new policies to reduce infringing uses and has announced a
proactive policy to counter infringing activity on its service. It states that it
now scans incoming files to make sure the files do not have the same signa-
ture as files previously blocked; no longer compensates users for high
download volumes (and recommends that it be verified that the user is a
rightful owner before any such compensation is provided), recommends
that the default be private and not public URLs, and employs staff to police
the site. An RIAA spokesperson welcomed RapidShare's efforts and rec-
ognition of its "shared responsibility to prevent theft," but said the mea-
sures fall short since RapidShare's business model is still to allow
"unlimited distribution of copyrighted files among millions of anonymous
strangers" as compared to storage lockers that provide secure storage for
users' files. Timothy B. Lee, RapidShare Struggles to Placate Big Content
with Anti-Piracy Plan, ARSTECHNICA (Apr. 19, 2012, 2:45 PM), http://ar-
stechnica.com/tech-policy/2012/04/rapidshare-struggles-to-placate-
hollywood-with-anti-piracy-plan.

121 508 F.3d 1146, 1171 (9th Cir. 2007).
122 In Religious Technology Center v. Netcom On-Line Communication Services,

Inc., 907 F. Supp. 1361, 1365-66 (N.D. Cal. 1995), the court had found that
neither the bulletin board operator nor the Internet access provider,
Netcom, was contributorily liable for the infringing posts of a user. The
plaintiffs, owners of copyrights in the works of Scientology founder L. Ron
Hubbard, asserted that Netcom was liable as a contributory infringer be-
cause it, "with knowledge of the infringing activity, induces, causes or mate-
rially contributes to the infringing conduct of another." Id. at 1373 (quoting
Gershwin Publ'g Corp. v. Columbia Artists Mgmt., Inc., 443 F.2d 1159, 1162
(2d Cir. 1971)). The court viewed the "with knowledge" standard through a
timeliness lens, finding that Netcom did not "knowingly" contribute to the
infringement because it did not have knowledge in time to do anything
about the infringement. Id. at 1374.

123 Perfect 10, Inc. v. Amazon.com, 508 F.3d at 1171.
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contributory liability.,1 24 This focus on the defendant's ability to mitigate
damage is also reflected in the Aimster case, described below, in which
Judge Posner placed the burden on the service provider if the infringement
is substantial and it is in the better position to mitigate the infringe-
ment.125 Under this standard, the court in Perfect 10 v. Google found that
Google had substantially assisted (i) Web sites in distributing infringing
content worldwide and (ii) users in accessing infringing content worldwide,
but the court remanded on the issues of whether Google had reasonable
and feasible means to refrain from providing access and whether it had
knowledge by virtue of Perfect 10's notices.1 26

3. Sony Test: Supplying a Product that is Used to Infringe

Under the Supreme Court's ruling in Sony v. Universal City Stu-
diosl27 a defendant may be found contributorily liable if it supplies a prod-
uct with the intent that customers use the product to make unauthorized
copies of copyrighted material. The Court in Sony stated that such an
intent to induce infringement can be deduced if, and only if, the product
supplied is a "staple article of commerce" that is not suitable for substan-
tial non-infringing uses.128 The producer of a product that does have sub-
stantial non-infringing uses is not a contributory infringer merely because
some of the uses actually made of the product are infringing. The Court
held that Sony was not contributorily liable for its distribution of the
Betamax (VCR) television recorder at issue in the case because the device
had a substantial non-infringing use, namely time-shifting of television
programs, which the Court held was a fair use.1 2 9

4. Willful Blindness as Knowledge

The Seventh Circuit in the Aimster case found knowledge sufficient
for contributory infringement, but did so based on a theory of "willful
blindness," as opposed to actual knowledge. 130 Aimster was a peer-to-
peer service developed in the wake of Napster. In an effort to shield them-

124 Id. at 1172 (citing A&M Records, Inc. v. Napster, 239 F.3d 1004, 1022 (9th Cir.
2001) and Netcom, 907 F. Supp. at 1375).

125 In re Aimster Copyright Litigation, 334 F.3d 643, 653 (7th Cir. 2003).
("Even when there are infringing uses of an Internet file-sharing service, moreo-

ver, if the infringing uses are substantial then to avoid liability as a contribu-
tory infringer the provider of the service must show that it would have been
disproportionately costly for him to eliminate or at least reduce substan-
tially the infringing uses.").

126 508 F.3d at 1172-73.
127 464 U.S. 417 (1984).
128 Id. at 442.
129 Id.
130 Aimster, 334 F.3d at 650.
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selves from liability, the defendants who operated the service imple-
mented encryption software that prevented them from knowing what
specifically was being shared through the service. As such, the defendants
argued, they did not have the requisite knowledge of the infringement oc-
curring on their file-sharing service. 131 The court readily found material
contribution to the infringement, as had the court in Napster, on the
grounds that the defendants' service facilitated infringement and did noth-
ing to stop it. Then, likening the defendants' behavior to a drug trafficker
who "s[eeks] to insulate himself from the actual drug transaction so that
he c[an] deny knowledge of it,"1132 the court also found that the defend-
ants' attempt to shield themselves from knowing of any specific infringe-
ment amounted to willful blindness.

The Seventh Circuit equated the defendants' willful blindness with
constructive knowledge, sufficient to find that the defendants had know-
ingly and materially contributed to the infringement. 133 It held that Aim-
ster's willful blindness could not shield it from liability and that the
copyright law, like the criminal law, does not differentiate between willful
blindness and actual knowledge in judging a defendant's culpability. 134

The court also denied the defendants protection under the Supreme
Court's Sony decision, noting that they had failed to demonstrate that the
Aimster service actually had substantial non-infringing uses, as opposed to
being merely capable of non-infringing uses. 135 In view of the Aimster de-
fendants' willful blindness and the fact that their service was used exclu-
sively for infringement of the plaintiffs' copyrighted music, the court also
rejected application of the DMCA safe harbor defense. 136

5. Grokster Test: Actively Encouraging or Inducing Infringement

The Supreme Court in Grokster distinguished "inducement" liability
from the "staple-article-of-commerce" form of contributory infringement

131 Id.
132 Id.
133 Id.
134 Id. In the recent Second Circuit decision, Viacom International v. YouTube,

the court discussed willful blindness in the context of the Section 512(c)
defense, and held that "the willful blindness doctrine may be applied, in
appropriate circumstances, to demonstrate knowledge or awareness of spe-
cific instances of infringement under the DMCA," but that willful blindness
in the DMCA context could never require any affirmative duty to monitor.
The court remanded to the district court the question of "whether the de-
fendants made a 'deliberate effort to avoid guilty knowledge."' 676 F.3d 19,
35, 41-42 (2d Cir. 2012) (citing Aimster, 334 F.3d at 650).

135 Aimster, 334 F.3d at 655 (citing Sony, 464 U.S. 417).
136 Id. at 655.
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at issue in the Sony decision. 137 The Court explained that the "staple arti-
cle-of-commerce" test applied in Sony is applicable only where there is no
direct evidence of culpable intent to promote infringement. 138 In such
cases, intent to encourage infringement could be inferred from the nature
of the product itself, but only if it had no substantial non-infringing use.13 9

In Grokster, by contrast, the Court found that there was direct evi-
dence of unlawful intent to actively induce infringement. The Court ap-
plied the basic standard for contributory infringement - whether the
defendants had in fact "intentionally induc[ed] or encourage[ed] direct in-
fringement" - and noted that a court may find an intent to induce in-
fringement where evidence "shows statements or actions directed to
promoting infringement.' 140 As the Grokster court stated, "where evi-
dence goes beyond a product's characteristics or the knowledge that it
may be put to infringing uses, and shows statements or actions directed to
promoting infringement, Sony's staple-article rule will not preclude
liability.

'14 1

In Grokster, the defendants had "distribute[d] free software products
that allow[ed] computer users to share electronic files through peer-to-
peer networks. '142 The Court found liability based on evidence establish-
ing that the defendants had the unlawful purpose of promoting copyright
infringement, including evidence in the record that the defendants en-
gaged in intentional attempts to attract former Napster users. 143 Internal
documents and tactics showed a clear intent and design to attract such
users, coupled with the defendants' failure to implement filtering tools to
diminish the infringing activity.144 In addition, the defendants profited
from increased traffic since they made money by selling advertising
space. 145 The Court explained that, since "the extent of the software's use
determines the gain to the distributors, the commercial sense of their en-
terprise turns on high-volume use, which the record shows is infring-

137 Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 545 U.S. 913, 930
(2005) (citing Sony, 464 U.S. 417 (1984)).

138 Id. at 931-32 (discussing Sony, 464 U.S. at 439, 442).
139 Id. at 932-34. The Court stated that the Sony theory of liability is based on

imputing culpable intent as a matter of law from the characteristics of the
distributed product where there is no direct evidence of intent, but that
Sony did not foreclose fault based contributory liability (such as existed in
Grokster).

140 Id. at 934-35.
141 Id. at 933.
142 Id. at 918.
143 Id. at 938.
144 Id. at 939.
145 Id.
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ing.' 46 The Court concluded that there was sufficient evidence to support
a finding that the defendants intended to promote their service to infringe
copyright.147

Several more recent peer-to-peer file sharing cases have similarly
found inducement infringement on summary judgment.1 48 In Arista v.
Lime Group, Arista v. Usenet and Columbia Pictures v. Fung, district
courts analyzed inducement infringement separately from contributory in-
fringement and found defendants secondarily liable for inducement
infringement.149

In Arista Records, LLC v. Lime Group, LLC,'150 the court held that
the defendants, owners of the file sharing service LimeWire, were liable
for contributory infringement where (1) the defendants engaged in pur-
poseful conduct that encouraged infringement and did so (2) with the in-
tent to encourage such infringement. The court looked to a number of
factors to establish that the defendant intended to encourage infringe-
ment, namely, the defendant's: (1) awareness of substantial infringement
by users, (2) efforts to attract infringing users, (3) efforts to enable and
assist users to commit infringement, (4) dependence on infringing use for
the success of its business, and (5) failure to mitigate infringing activi-
ties.1 51 After analyzing each of these factors in light of the evidence, the
court concluded that the defendant had intended to encourage infringe-
ment and was therefore liable.' 5 2 The Arista v. Lime Group decision in-
cludes no discussion of the DMCA safe harbor defense.

In Arista v. Usenet.com, the plaintiff recording companies challenged
operators of a file distribution service, which allegedly made copyright
music available for users to download.153 Among other claims, the plain-

146 Id. at 940.
147 Id. at 936-37.
148 Many current file sharing services use more sophisticated forms of peer-to

peer technologies than used by the Napster and Grokster defendants. Bit-
Torrent, for instance, is a commonly used file sharing system that enables
users to distribute large amounts of data over the Internet. The system al-
lows users to join a number of hosts to download and upload from one
another at the same time. Files are divided into several pieces and distrib-
uted out to users. When a piece is received by a user that user now becomes
a source for others to download from.

149 Arista Records, LLC v. Lime Group, LLC, 715 F. Supp. 2d 481 (S.D.N.Y.
2010); Arista Records v. Usenet, 633 F. Supp. 2d at 150-54; Columbia Pic-
tures v. Fung, No. 06-5578, 2009 WL 6355911 (C.D. Cal. Dec. 21, 2009). All
three of these cases involved file sharing services that employed variations
of peer-to-peer technology.

150 715 F. Supp. 2d at 481.
151 Id. at 508.
152 Id. at 515.
153 633 F. Supp. 2d 124, 124 (S.D.N.Y. 2009).



tiffs alleged inducement of copyright infringement. The court compared
the facts with Grokster and found the cases to be similar, noting that the
service was used primarily to obtain copyrighted material and the wide-
spread availability of infringing content on the service was obvious. 54 In
addition, internal documents and other evidence indicated that the de-
fendants sought to attract Napster and Kazaa users, including by use of
meta tags in source code to attract searches for these infringing services to
defendants' own service. There was also evidence that employees had
downloaded infringing material from the service. Furthermore, evidence
established that defendants did not implement blocking or filtering tech-
nology that was available to it. 155 Based on this and other evidence, the
court granted plaintiffs' motion for summary judgment for inducement of
infringement. Given the defendants' spoliation of evidence, the court pre-
cluded assertion of the DMCA defense, noting also that if defendants "en-
couraged or fostered such infringement, they would be ineligible for the
DMCA's safe harbor provisions. '156

In Columbia Pictures v. Fung, plaintiffs, major motion picture studios,
sued Fung for the set-up, maintenance, and operation of a BitTorrent type
of peer-to-peer file sharing service. 157 The plaintiffs claimed that the ser-
vice, by design, fostered wide-scale copyright infringement by users.158

Fung's service, IsoHunt, provides users with the access to other users'
computers to allow users to download various content, including plaintiffs'
movies and television programs. The court analyzed whether Fung was
secondarily liable for inducement infringement and looked to Grokster for
the rule that "inducement requires that the defendant has undertaken pur-
poseful acts aimed at assisting and encouraging others to infringe copy-
right. '159 It found that the evidence for Fung's inducement of copyright
infringement was "overwhelming and beyond reasonable dispute."'160

Fung disseminated messages to users encouraging them to commit in-
fringement, assisted users in committing infringement and implemented
technical features probative of the intent to induce infringement. 161 Addi-
tionally, Fung's business model depended on continuous infringing use
further supporting the claim for contributory liability. 162 The court re-
jected any application of the DMCA safe harbor defense on the grounds

154 Id. at 152-55.
155 Id.
156 Id. at 142.
157 No. 06-5578, 2009 WL 6355911, at *2-3 (C.D. Cal. Dec. 21, 2009).
158 Id.
159 Id. at *7 (citing Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 545

U.S. 913, 936-37 (2005)).
160 Id. at *11.
161 Id. at *11-13.
162 Id. at *14.
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that it was incompatible with defendants' "'purposeful, culpable expres-
sion and conduct' aimed at promoting infringing uses of the Web sites. 1 6 3

As seen in the above cases, courts have not hesitated to impute an
intent to induce direct infringement in the peer-to-peer cases where a
combination of factors has collectively demonstrated such an intent.
These factors include: providing systems, technologies or advice that assist
the users in finding the infringing content, actively attempting to attract
infringers, knowledge that infringement on its site is abundant, the busi-
ness' dependency on the infringement for growth, and the service pro-
vider's ability to take simple measures to prevent further damage to
copyrighted works, but failure to do so. 164

Many of the same factors are present with respect to file hosting ser-
vices that cater to infringement. Copyright owners have not fared as well,
however, on claims of contributory liability, including inducement liability,
even where the evidence suggest that the same factors described above are
present, such as where the service allows or even encourages the upload-
ing of infringing content. This is due in large part to the fact that in most
of the recent cases brought against file hosting services, the courts found
that the Section 512(c) safe harbor applied. The services in these cases
had a registered agent for receiving DMCA notices and were able to show
that they complied with specific DMCA takedown notices that precisely
specified the infringing item and its location. 165 But, it may also relate to
the fact that these services generally have some legitimate uses, as sug-
gested by the dicta in many of the cases. Even though, as the Court in
Grokster explained, the existence of substantial non-infringing uses does
not negate a finding of inducement, it does lend these services some legiti-
macy and appears to have influenced the outcome of some of the cases. 166

For instance, in Viacom International v. YouTube, during the
2005-2006 period at issue, 167 when between 70-80% of the content on the
site was infringing by YouTube's own estimates, arguably, most, if not all,
of the factors for inducement infringement were present: YouTube pro-
vided a system, technologies and advice (e.g., links to recommended simi-
lar videos) that assisted users in finding the infringing content; the e-mail

163 Id. at *18 (quoting Grokster, 545 U.S. at 937).
164 See Arista Records, LLC v. Lime Group, LLC, 2010 U.S. Dist. LEXIS 46638,

at *56-57, 73 (S.D.N.Y. May 11, 2010); Arista Records, LLC v. Usenet.com,
Inc., 633 F. Supp. 2d 124, 151-52 (S.D.N.Y. 2009).

165 See infra Section III.3.c.
166 545 U.S. at 929.
167 718 F. Supp. 2d 514, 529 (S.D.N.Y. 2010), rev'd and remanded in part and affd

in part, 676 F.3d 19 (2d Cir. 2012). A separate class action case brought by
several associations and music publishers against YouTube, The Football
Association Premier League, Limited, was joined to the case and alleged
continuing current infringement.
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record showed that YouTube knew that infringement on its site was abun-
dant; the founders believed and reminded each other that the business was
dependent on the infringement for growth; and YouTube had the ability to
take simple measures to prevent further damage to copyrighted works (it
had a filtering system that it refused to use for Viacom and had taken
other anti-infringement measures but quickly discontinued them). 168 Yet,
the district court in Viacom v. YouTube stated:

The Grokster model does not comport with that of a service provider who
furnishes a platform on which its users post and access all sorts of mate-
rial as they wish, while the provider is unaware of its content, but identi-
fies an agent to receive complaints of infringement, and removes
identified material when he learns it infringes. 169

It should be noted that the district courts in both UMG Recordings v.
Veoh Networks and Viacom, Inc. v. YouTube, Inc. never actually ad-
dressed the issue of inducement infringement because they addressed the
issue of safe harbor eligibility first, prior to analyzing whether the defen-
dant was secondarily liable in the first instance. 170 If the service provider
is covered by Section 512, then, courts assume they do not need to reach
the issue of underlying liability, even when inducement liability has been
pled. The district court in Viacom, Inc. v. You Tube, Inc., for instance, dis-
missed on summary judgment Viacom's claims for direct, vicarious and
contributory infringement (including inducement) without comment be-
cause it found YouTube qualified under Section 512(c). 171 The Second
Circuit upheld the district court's determination "that a finding of safe
harbor application necessarily protects a defendant from all affirmative
claims for monetary relief."1172

168 Memorandum of Law in Support of Viacom's Motion for Partial Summary
Judgment on Liability and Inapplicability of the Digital Millennium Copy-
right Act Safe Harbor Defense at 10, Viacom Int'l, Inc. v. YouTube, Inc.,718
F. Supp. 2d 514 (S.D.N.Y. 2010), affd in part, vacated in part, 676 F.3d 19
(2d. Cir. 2012).

169 718 F. Supp. 2d at 526. The implication of the district court's conclusion is that
a service that complies with DMCA notice and takedown ipso facto cannot
be found guilty of inducing infringement. The interaction between induce-
ment liability and Section 512 eligibility, discussed below, is an interesting
one that has not been fully explored in the case law. See infra Section
III.3.c(i).

170 See, e.g., 620 F. Supp. 2d 1081 (C.D. Cal. 2008), affd, UMG Recordings, Inc. v.
Shelter Capital Partners, 667 F.3d 1022, 1031-35 (9th Cir 2011)); 718 F.
Supp. 2d at 526; Jo Group, Inc. v. Veoh Networks, 586 F. Supp. 2d 1132,
1146 (N.D. Cal. 2008); Perfect 10, Inc. v. CCBiI, LLC, 488 F.3d 1102, 1112
(9th Cir. 2007).

171 718 F. Supp. 2d at 529.
172 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 41.
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Section 512 only protects against monetary liability, however, and
does provide for limited injunctive or equitable relief under Section 5120)
(although to date this relief has never been granted). 173 The courts' un-
willingness to consider liability if Section 512 protection is granted means
that this injunctive relief is automatically denied the plaintiff. Moreover,
by addressing Section 512 eligibility in a vacuum and applying such differ-
ent standards for the Section 512 eligibility criteria than the secondary lia-
bility standards Congress based them on, the courts have allowed
themselves to avoid difficult issues of culpability. 17 4 Arguably, if a court is
forced to look at liability in the first instance, particularly inducement lia-
bility, it might be less inclined to interpret the Section 512 "knowledge"
and "control" standards so differently from the analogous and longstand-
ing common law standards for contributory and vicarious liability. One
might see more decisions like Aimster and Fung, where, the defendant's
"bad faith conduct to promote infringement," i.e., its culpability, is so clear
after viewing the conduct through the lens of secondary liability that the
court would find it absurd to then turn around and provide the defendant
with DMCA safe harbor protection. 175

B. Vicarious Liability

An entirely separate basis for secondary liability is the doctrine of
vicarious liability, which stems from the common law of torts. A defen-
dant is vicariously liable for the actions of a direct infringer where the
defendant (i) has the right and ability to control the infringer's acts and (ii)
receives a direct financial benefit from the infringement. 176 Unlike con-
tributory liability, lack of knowledge that the primary infringer has en-
gaged in infringing conduct is not a defense. For instance, courts have
found the owner of a place of entertainment liable for infringements oc-
curring on the premises, where the owner actively operated or supervised

173 See Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090 (W.D. Wash.
2004); lo Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132 (N.D.
Cal. 2008); Perfect 10 v. Google, 508 F.3d at 1175; Recording Indus. Ass'n
of Am., Inc. v. Verizon Internet Servs., Inc., 351 F.3d 1229 (D.C. Cir. 2003);
In re Subpoena to Univ. of North Carolina at Chapel Hill, 367 F. Supp. 2d
945 (M.D.N.C. 2005); A & M Records, Inc. v. Napster, Inc., 54 U.S.P.Q.2d
1746 (N.D. Cal. 2000).

174 See infra Section III.3.c.
175 See In re Aimster Copyright Litigation, 334 F.3d 643, 655 (7th Cir. 2003); Co-

lumbia Pictures v. Fung, No. 06-5578, 2009 WL 6355911, at *18 (C.D. Cal.
Dec. 21, 2009). See also Arista Records, LLC v. Usenet.com, Inc., 633 F.
Supp. 2d 124, 142 (S.D.N.Y. 2009).

176 Religious Tech. Ctr. v. Netcom On-Line Commc'n Servs., Inc., 907 F. Supp.
1361, 1375 (N.D. Cal. 1995).
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the operation of the establishment, even though the infringing acts oc-
curred without the owner's authority or against his orders. 177

In Napster and other peer-to peer cases, the courts found that the first
element of vicarious liability, the right and ability to control, was met
where it could be established that the file hosting service had the right and
ability to control the infringing uses by blocking infringers' access to the
service or by removing infringing content.178 As the court in Napster
stated: "[t]he ability to block infringers' access to a particular environment
for any reason whatsoever is evidence of the right and ability to super-
vise.' 79 In Napster, the defendant had an express reservation of rights
policy stating that it expressly reserved the "right to refuse service and
terminate accounts in its discretion, including, but not limited to, if Nap-
ster believes that user conduct violates applicable law... or for any reason
in Napster's sole discretion, with or without cause."' 180 This was deemed
sufficient to establish that Napster retained the right to control access to
its system.

In Perfect 10 v. Google, by contrast, the Ninth Circuit found that
Google did not have the right and ability to control the infringing Web
sites because it has no contractual rights or parity with those sites. The
court distinguished Google image search from Napster because the Nap-
ster system was closed and it had the right to terminate users' accounts
and block access to its system; whereas, Google could not stop the infring-
ing activity because that activity occurs on third-party Web sites over
which it has no control. 181 Under the Ninth Circuit's reasoning in Perfect
10 v. Google, file hosting services would be in the same position as Nap-
ster, not Google, in that the services require registration and agreement to
terms of use, generally which enable the file host to terminate users, and
the file host has the actual ability to remove or block infringing
material. 182

177 Famous Music Corp. v. Bay State Harness Horse Racing & Breeding Ass'n,
554 F.2d 1213, 1214-15 (1st Cir. 1977); see also Range Road Music, et at. v.
East Coast Foods, 668 F.3d 1148 (9th Cir. 2012).

178 A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1023-24 (9th Cir. 2001).
See Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 545 U.S. 913,
930-31 (2005); Aimster, 334 F.3d at 654-55; Perfect 10, Inc., v. Cybernet Ven-
tures, Inc., 213 F. Supp. 2d 1146, 1173-74 (C.D. Cal. 2002).

179 239 F.3d at 1023.
180 Id.
181 Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1173-74 (9th Cir. 2007)

("Google cannot terminate those third-party web sites or block their ability
to host and serve infringing full-size images .... ").

182 See, e.g., Arista Records, LLC v. Lime Group, LLC, 715 F. Supp. 2d 481, 518
(S.D.N.Y. 2010); Arista Records, LLC v. Usenet.com, Inc., 633 F. Supp. 2d
124, 157 (S.D.N.Y. 2009).
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With respect to the second element of vicarious liability, financial
benefit from the infringement, courts have generally agreed that
"[f]inancial benefit exists where the availability of infringing material 'acts
as a draw' for customers. 18 3 For instance, in a bricks and mortar vicari-
ous liability case, Famous Music, the race track owner was vicariously lia-
ble for the company who supplied the music that entertained the patrons
at the track, as the owner was profiting from of the infringing music. 18 4

Similarly, in Fonovisa, Inc. v. Cherry Auction, Inc., the court held that "the
sale of pirated recordings at the Cherry Auction swap meet [was] a 'draw'
for customers, as was the performance of pirated music in dance hall cases
and their progeny. '

"185

In the on-line world, courts have applied the "financial benefit from
the infringement" requirement with mixed results. In the pre-DMCA
Netcom case, in determining that Netcom did not receive a direct benefit
from the infringement, the court relied on the fact that Netcom received a
fixed fee from all users, with no relation to whether they were engaged in
infringing activities. 186 In Ellison v. Robertson, the court held that AOL
did not receive a direct financial benefit from providing access to infring-
ing content, finding no evidence that AOL gained subscriptions because of
the infringement.' 87 The court in Napster, on the other hand, held that
Napster received a "direct financial benefit" because Napster's future ad-
vertising revenue was directly dependent upon increases in user base and
the infringing material was a draw for users. 188 Similarly, in both Arista
Records, LLC v. Usenet.com 18 9 and Arista Records, LLC v. Lime Group,
LLC,190 the Southern District of New York held that the infringing con-
tent was a draw for users, sufficient to show a direct causal nexus between
the infringement and the financial benefit to the defendant. In Arista
Records v. Usenet, the court noted that the draw need not be the primary,
or even a significant, draw - rather, it need only be "a draw."' 191

183 Napster, 239 F.3d at 1023.
184 Famous Music Corp. v. Bay State Harness Horse Racing & Breeding Ass'n,

554 F.2d 1213, 1214-15 (1st Cir. 1977).
185 76 F.3d 259, 263-64 (9th Cir. 1996). The dance hall cases held the halls liable

where infringing "activities provide the [dance halls] with a source of cus-
tomers and enhanced income." See also Range Road Music, Inc., 668 F.3d
1148 (9th Cir. 2012).

186 Religious Tech. Ctr. v. Netcom On-Line Commc'n Servs., Inc., 907 F. Supp.
1361, 1377 (N.D. Cal. 1995).

187 357 F.3d 1072, 1079 (9th Cir 2004).
188 239 F.3d at 1023.
189 633 F. Supp. 2d 124, 157(S.D.N.Y. 2009).
190 715 F. Supp. 2d 481, 518 (S.D.N.Y. 2010).
191 633 F. Supp. 2d at 157.
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In the case of Internet file hosting services, right and ability to control
should be established, as most of these types of services require user regis-
tration and agreement to terms of use and maintain the ability to termi-
nate users and remove content. For file hosting services, a financial
benefit should be found where the infringing content simply draws more
users to the site and thereby increases the service's overall value, allowing
the owners of the service to profit from a sale of all or part of the service
(and in some cases, thereby acquiring a personal fortune). 192 Thus, if the
availability of infringing content is a draw for users, which in turn in-
creases revenue or value, then the "financial benefit" factor should be
deemed to have been met. For instance, as alleged in the Disney v. Hotfile
case, if most consumers who pay for "premium" services, which offer in-
creased storage capacity, faster service and longer periods of storage, use
the service for infringing purposes, then it should be possible to demon-
strate the necessary causal connection between the financial benefit and
the infringement.'

93

As discussed, however, the trend in these file hosting cases is for
courts to first analyze whether the provider meets the requirements under
the Section 512 safe harbor, and if the court finds the provider does, no
separate vicarious liability analysis will be conducted. As such, there is
scant case law on vicarious liability in the first instance in copyright in-
fringement cases against file hosting services. Although the vicarious lia-
bility standard is imported word-for-word into Section 512, courts have
imposed a heightened standard in the Section 512 context, as discussed
below, and as a result, have created a heightened standards for establish-
ing vicarious liability of a file hosting service.194

C. Section 512(c) Safe Harbor Protection

The Section 512 safe harbor requirements were intended to provide
strong incentives for service providers to cooperate with rights holders by
offering innocent service providers protection for liability for user in-

192 YouTube, for instance, was sold to Google in a stock-for-stock transaction val-
ued at $1.65 billion dollars, with two of the founders personally profiting
over $ 300 million from the sale. See Viacom Int'l, Inc. v. YouTube, Inc, 676
F.3d 19, 28 (2d Cir. 2012); Google Buys YouTube for $1.65 Billion,
MSNBC.COM (Oct. 10 2006), http://www.msnbc.msn.com/id/15196982/ns/busi-
ness-us-business/t/google-buys-youtube-billion/#.T5lgPRxq7Ek ("Internet
search leader Google is snapping up YouTube for $1.65 billion, brushing
aside copyright concerns to seize a starring role in the online video
revolution.").

193 798 F. Supp. 2d 1303, 1306-07 (S.D. Fla. 2011).
194 See infra, at Section III.3.c(ii).
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fringement if they met certain conditions. 195 The safe harbor require-
ments were also designed to weed out bad actors - service providers not
acting in good faith, i.e., those who intentionally or knowingly contribute
to or profit from infringement and do nothing to remove the infringing
content.' 96 There are four separate safe harbor protections relating to
ISPs engaging in the following activities: (1) transitory communications,
(2) system caching, (3) information residing on systems at direction of
users and (4) information location tools. 197 Section 512(c) is the safe har-
bor that file hosting services rely on for protection and therefore is the
focus of this discussion.198 Each safe harbor provision, including Section
512(c), has its own set of eligibility requirements, in addition to the general
requirements applicable to all four of the safe harbors set out in Section
512(i). Below, we review how courts have interpreted the Section 512(c)
requirements and discuss the import and overall implications for copyright
owners seeking to hold file hosting services secondarily liable.

1. Do File Hosting Services Fall Within Section 512(c)?

The Section 512(c) safe harbor provides immunity to qualifying ISPs
for "infringement of copyright by reason of the storage at the direction of a
user of material that resides on a system or network controlled or oper-
ated by or for the service provider." 19 9 As a preliminary matter, then, in

195 See S. REP. No. 105-190, at 8, 19, 48 (1998); H.R. REP. No. 105-551, pt. 2, at 23
(1998). ("Title II [of the DMCA] preserves strong incentives for service
providers and copyright owners to cooperate to detect and deal with copy-
right infringements that take place in the digital networked environment.")

196 Id.; see Columbia Pictures v. Fung, No. 06-5578, 2009 WL 6355911, at *17-18
(C.D. Cal. Dec. 21, 2009) ("[T]he statutory safe harbors are based on pas-
sive good faith conduct aimed at operating a legitimate internet business.").

197 17 U.S.C. § 512 (2006).
198 Only one case has ever been brought in which subsection (a) was asserted. In

Ellison v. Robertson, the defendant AOL claimed protection under Section
512(a) for the safe harbor pertaining to transitory digital network communi-
cations or service providers acting as mere conduits. The court held that
AOL's fourteen-day period in which it stored and retained infringing mate-
rial was "transient" and "intermediate" within the meaning of Section
512(a). 357 F.3d 1072, 1080-81 (9th Cir 2004). The court in Field v. Google
held that Google's cache for fourteen to twenty days was similar to the four-
teen days considered transient in Ellison and was therefore protected under
Section 512(b). 412 F. Supp. 2d 1106, 1124 (D. Nev. 2006).

199 17 U.S.C. § 512(c)(1) (2006) (emphasis added). The provision provides in per-
tinent part:

A service provider shall not be liable for monetary relief, or, except as
provided in subsection (j), for injunctive or other equitable relief, for in-
fringement of copyright by reason of the storage at the direction of a user
of material that resides on a system or network controlled or operated by
or for the service provider, if the service provider ....
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order to fall under the Section 512(c) safe harbor, a file hosting service
must "store" material at the direction of users and any covered allegedly
infringing activities must occur "by reason of" the storage.

The act of hosting files necessarily includes storage. Most file hosting
services, however, allow users to do more than merely store the files -

they also allow users to share their files and many allow, and even en-
courage, users to make the files available to the public. Personal file stor-
age services aimed at private individuals generally allow users to upload
their files for personal backup and file access. Both of these services seem
to fall squarely within "storage" or "by reason of storage." If the user
stores a file on a cloud service, he or she should be able to access those
files. But the services also generally allow the user to share the files pub-
licly; indeed, the default for many of these services is to make the
uploaded files publicly available, even if users are allowed to designate
that certain files be password-protected.20 0 As described above, some of
the file hosting services, such as MP3tunes and Hotfile, are used in much
the same manner as a peer-to-peer service, namely, to allow users to ac-
cess infringing content for free and to further "share" infringing content
with others. Incentives may be offered to users who upload content -
especially popular content - such as providing additional bandwidth or
reduced fees to those who upload content that is frequently downloaded
by others.201 At the same time, professional pirate sites use file hosting
services to provide access to infringing copies of movies and music, for
instance, by linking the users of their own Web sites back to files hosted on
storage locker services, such as the recent Megaupload. This kind of pirat-
ical use of file hosting services generates an enormous amount of traffic
through some of the major cloud "locker" services.2 02

Rights holders have argued that activities conducted by services to
facilitate the unauthorized, infringing distribution, public performance and
display of copyrighted content, such as making copies to convert files to

200 See File hosting service, WIKIPEDIA, http://en.wikipedia.org/wiki/File-hosting
(last updated June 18, 2012 3:11 PM).

201 For instance, Megaupload "offered an 'Uploader Rewards' Program, which
promised premium subscribers transfers of cash and other financial incen-
tives to upload popular works, including copyrighted works, to computer
servers under the Mega Conspiracy's direct control and for the Conspiracy's
ultimate financial benefit." Indictment of Kim Dotcom, Megaupload Lim-
ited, et al. (E.D. Va.), Jan. 5, 2012.

202 Megaupload is ranked 555 out of all Web sites for global traffic in the last
month by Alexa. Megauploadcom, ALEXA, http://www.alexa.com/siteinfo/
megaupload.com (last visited Apr. 26, 2012). RapidShare is visited even
more frequently, ranking 154 for global traffic in the last month. Rapid-
share.corn, ALEXA. http://www.alexa.com/siteinfo/rapidshare.com (last vis-
ited Apr. 26, 2012).
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other formats, playing back or streaming the content, and helping users
locate the files through added functionality, are not "by reason of" storage
and thus, are not covered by Section 512(c).20 3 They argue that a literal
reading of the language of the statute, "by reason of storage," does not
encompass "making available" and other non-storage activities, and that
content is not made available "by reason" of storing it. However, the case
law to date has consistently rejected those arguments and held, to the con-
trary, that Section 512(c) covers all activities of file hosting services related
to making content directly available to others through their services.20 4

In the recent Second Circuit decision, Viacom International v. You-
Tube, the court affirmed the district court, after requesting additional
briefing on the issue (indicating it was not inclined to simply adopt the
Ninth Circuit precedent), and held that (i) the conversion into standard
display formats, (ii) the playback or streaming of videos on the "watch"
page, and (iii) the "related videos" function that identifies thumbnails of
related videos, were all activities that occurred "by reason of storage at the
direction of the user. ' 20 5 The Second Circuit, however, remanded with
respect to a fourth software function provided by YouTube, the syndica-
tion of the uploaded videos to third parties, including Verizon. The plain-
tiffs had argued "with some force" 20 6 according to the court, that business
transactions, such as syndication, do not occur at the "direction of the
user."2 0 7 The Second Circuit seemed to agree with this argument, but re-
manded to the district court to determine whether any of the videos in suit
had been syndicated, to avoid "an advisory opinion on the outer bounda-
ries of the storage provision. °2 0 8

The Second Circuit reasoned that, because (i) the definition of a ser-
vice provider applicable to the Section 512(a) safe harbor prohibits the
service provider from any modification of content passing through its sys-
tem and (ii) that parallel limiting language is absent from the provisions
applicable to Section 512(c), Congress must have intentionally omitted the
limitation not to modify from Section 512(c). The court then concluded

203 See Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1146 (N.D.
Cal. 2008).

204 See, e.g., Perfect 10, Inc. v. CCBiIl, LLC, 488 F.3d 1102, 1102 (9th Cir. 2007);
Viacom Int'l, Inc., v. YouTube, Inc., 718 F. Supp. 2d 514 (S.D.N.Y. 2010),
rev'd and remanded in part and aff'd in part, 676 F.3d 19 (2d Cir. 2012);
UMG Recordings, Inc. v. Veoh Networks, Inc., 665 F. Supp. 2d 1099 (C.D.
Cal. 2009); lo Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132
(N.D. Cal. 2008).

205 676 F.3d at 39-40. See also Court Order for Additional Briefing, Viacom Int'l
Inc. v. YouTube, Inc., 676 F.3d 19 (2d. Cir. 2012).

206 Viacom Int'l, 676 F.3d at 40.
207 Id.
208 Id.
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that since the prohibition against modification does not apply to Section
512(c), Section 512(c) "is clearly meant to cover more than mere elec-
tronic storage lockers. ' 20 9 While one might deduce from the absence of
the "no modification" language, that a provider could modify the content
under 512(c) and so could convert the user's content to other formats for
storage purposes, it is not at all "clear" how the ability to modify carries
with it the ability to publicly perform, display or distribute the content.

The Ninth Circuit in UMG Recordings v. Shelter Capital similarly con-
cluded that the Section 512(c) safe harbor covers all service provider func-
tions conducted "for the purpose of facilitating access to user-stored
material" and that file hosting service Veoh's activities were covered
under Section 512(c) because they occur "by reason of storage. 2 10 The
court held that Section 512(c) encompasses the access-facilitating
processes that automatically occur when a user uploads a video to
Veoh. 21 ' It explained that Web hosting services "store user-submitted
materials in order to make those materials accessible to other Internet
users." 212 Equating "storage" with Web hosting, the court found that the
generally-understood meaning of Web hosting includes making materials
available and that a Web host that only stores materials for a single user
and does not make it available to others, would be "more aptly described
as an online back-up service. '2 13 Finally, the court concluded that such a
narrow reading of "by reason of storage" would create internal statutory
conflict - because Section 512(c) codifies a detailed notice and takedown
procedure by which service providers "disable access" to identified materi-
als, the statute presupposes that service providers will provide access to
users' stored materials.2 14

209 Id. at 39 (citing UMG Recordings, Inc.. v. Veoh Networks, Inc., 620 F. Supp.
2d 1081, 1088 (C.D. Cal. 2008)).

210 667 F.3d 1022, 1031-35, 1050 (9th Cir 2011). In UMG v. Shelter Capital, the
Ninth Circuit affirmed the district court's summary judgment ruling in
UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081 (C.D.
Cal. 2008), that Veoh is entitled to safe harbor protection.

211 UMG Recordings, Inc. v. Shelter Capital Partners, 667 F.3d at 1031.
212 Id. at 1034.
213 Id. at 1034. Note that cloud services such as those provided by Apple, Google

and Amazon that allow a user to access his or her own content from any-
where do store materials for a single user.

214 Id. at 1033 (citing 17 U.S.C. §512(c)(1)(A)(iii)). See also Io Group, Inc. v. Veoh
Networks, Inc., 586 F. Supp. 2d 1132, 1146-48 (N.D. Cal. 2008) (a Web site
for sharing user-submitted video content entitled to the Section 512(c) safe
harbor when its users uploaded infringing media files). In Io Group v.
Veoh, the district court relied heavily upon the legislative history of Section
512, which indicates that the storage covered by the statute is intended to
include, by way of example, "providing server space for a user's web site,
for a chat room, or other forum in which material may be posted at the
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Although it is difficult to imagine that Congress intended the phrase
"by reason of storage" to include file sharing via file hosting, this issue
appears to be a settled one especially with these recent decisions of the
Second and Ninth Circuits. Thus, absent a Supreme Court ruling to the
contrary, file hosting services that enable users to make infringing content
available to the public likely will continue to be deemed protected under
Section 512(c), provided, of course, that they comply with the specific re-
quirements detailed below.

2. Section 512(c) Requirements

Once it is determined that the service provider falls within the general
scope of the Section 512(c) safe harbor, it must show that it satisfies four
additional requirements set out in Section 512(c) in order to qualify for
protection:215 The service provider must establish that it:

* Does not have actual knowledge that material on its network is in-
fringing, or "awareness or facts or circumstances from which the
infringing activity is apparent, '216 and if it did obtain actual or ap-
parent knowledge, that it acted "expeditiously to remove, or dis-
able access to, the [infringing] material; '2 17

direction of users." Id. at 1146 (citing H.R. REP. 105-551, pt. 2, at 53
(1998)).

215 Section 512(i) contains additional eligibility requirements that pertain to all of
the four safe harbors, including that a service provider must (i) adopt a
policy that provides for termination of service access by repeat infringers in
appropriate circumstances, (ii) reasonably implement the policy, and (iii)
inform users of the policy 17 U.S.C. § 512(i)(A) (2006). The scope of this
requirement has also been a subject of much debate. In a number of cases
where the service provider hosted rampant amounts of infringing content,
plaintiffs have attempted to argue that this requirement has not been met,
for the understandable reason that the file hosting services clearly have nu-
merous repeat infringers who continue to use the service. Some of these
cases have interpreted "reasonably implemented" to require only terminat-
ing accounts of blatant repeat infringers of whom the provider has been
notified, generally by the rights holder. See Perfect 10, Inc. v. CCBill, LLC,
488 F.3d 1102, 1109 (9th Cir. 2007) (finding no genuine issue of material fact
whether defendants prevented the implementation of their policies by fail-
ing to keep track of repeatedly infringing webmasters); Io Group, Inc. v.
Veoh Networks, Inc., 586 F. Supp. 2d at 1143; Capitol Records, Inc. v.
MP3tunes, LLC, 821 F. Supp. 2d 627, 638 (S.D.N.Y. 2011); but see Flava
Works, Inc. v. Gunter, No. 10 C 6517, 2011 WL 3205399 (N.D. I11. July 27,
2011).

216 17 U.S.C. § 512(c)(1)(A)(i)-(ii) (2006).
217 Id. § 512(c)(1)(A)(iii).
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" Does not receive a "financial benefit directly attributable" to any
infringing activity that it maintains the right and ability to
control;

218

" Has appointed a designated agent with the Copyright Office to re-
ceive notices of infringement; 219 and

" Has expeditiously removed or disabled access to material that is
claimed to be infringing for which it has received appropriate notice
through its designated agent.220

In recent years, the courts have construed these Section 512(c) eligi-
bility requirements, particularly the "knowledge" requirement (in (1)
above) and the "financial benefit and control" requirement (in (2) above),
in an increasingly narrow manner - making it relatively easy for a service
provider to qualify for the safe harbor. As a result, in some recent cases,
courts have granted Section 512(c) immunity, even to service providers
that were aware that infringement was rampant through the service and
that were intentionally profiting from, or even dependent on, that infring-
ing content for the success of the service. Below, this article describes how
courts in recent cases have construed the actual knowledge and "red flag"
awareness standards, as well as the right and ability to control and finan-
cial benefit standards.

a) Actual Knowledge and Red Flag Awareness

The actual knowledge and "red flag" awareness standards in subsec-
tion 512(c)(1)(A) have been avidly debated, including in the recent cases
of Viacom International v. YouTube 22 ' and UMG Recordings v. Shelter
Capital.2 22 In order to qualify for the Section 512(c) safe harbor, a service
provider must not have (1) "actual knowledge" that any activity or mate-
rial on the service is infringing or (2) "awareness of facts or circumstances
from which infringing activity is apparent" (referred to as "red flag"
awareness). 22 3 Further, if the provider acquires such knowledge or aware-
ness, it must act expeditiously to remove or disable access to the mate-
rial.224 A separate provision, Section 512(c)(1)(C), requires a service
provider to comply with all takedown notices sent by copyright holders
that meet the requirements set forth in Section 512(c)(3).

218 Id. § 512(c)(1)(B).
219 Id. § 512(c)(1)(C).
220 Id. § 512(c)(1)(C), 512(c)(2).
221 676 F.3d 19, 30-35 (2d Cir. 2012).
222 667 F.3d 1022, 1035-38, 1050 (9th Cir 2011).
223 17 U.S.C. § 512(c)(1) (2006).
224 Id.
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i) Specificity Requirement

Following earlier cases within the Ninth Circuit, the recent Second
and Ninth Circuit decisions, Viacom International v. YouTube and UMG
Recordings v. Shelter Capital respectively, held that the "actual knowl-
edge" and "awareness" standards in subsection (c)(1) require knowledge
of specific and identifiable infringements and that knowledge or awareness
of infringing activity cannot otherwise be imputed - even if the service
provider has general knowledge that the vast majority of content available
through its site is infringing and does nothing to stop it.22 5 Thus, in the
context of file hosting services, both actual knowledge and red flag aware-
ness have been interpreted as knowledge or awareness of specific and
identifiable infringements, as opposed to knowledge of infringing activity
on the site generally, or even knowledge of rampant infringement. These
courts have reasoned that, because a service provider with actual knowl-
edge or red flag awareness may still be protected under Section 512 if it
expeditiously removes the infringing material, such knowledge and aware-
ness must include knowledge of the specific infringing copy and, by impli-
cation, its location; otherwise, the service provider could not remove it
without having to search for it.226 Further, these courts have concluded
that requiring a service provider to search for infringing content to remain
protected would violate Section 512(m), which states that the Section 512
safe harbors are not conditioned on a service monitoring its service or
affirmatively seeking facts regarding infringing activity.227 As the Second
Circuit stated in Viacom v. You Tube, requiring expeditious removal in the
absence of specific knowledge or awareness would create "an amorphous
obligation to 'take commercially reasonable steps' in response to genera-
lized awareness of infringement. '228

The Second and Ninth Circuits thus have held that the service pro-
vider can never be required to take any action to detect infringement,
even a word or term search, or even to apply filtering software that it
already possesses, because to do so would be inconsistent with Section
512(m). In so doing, they have expressly placed the burden to police in-

225 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 30; UMG Recordings, Inc. v.
Shelter Capital Partners, 667 F.3d at 1037-38; see also Corbis, 351 F. Supp.
2d at 1108-09; Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132,
1148-49 (N.D. Cal. 2008); Perfect 10, Inc. v. CCBill, LLC, 488 F.3d 1102,
1114 (9th Cir. 2007).

226 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 30-31; UMG Recordings, Inc. v.
Shelter Capital Partners, 667 F.3d at 1037-38.

227 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 35; UMG Recordings, Inc. v.
Shelter Capital Partners, 667 F.3d at 1037-38.

228 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 30-31.
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fringement squarely on the copyright holder.22 9 We question whether rig-
idly applying the specificity requirement to services that blatantly host an
overwhelming amount of infringing content leads to balanced law. For
instance, the district court in Viacom v. YouTube, refused to find Section
512 "knowledge" on YouTube's part and provided it with safe harbor pro-
tection, even though:

A jury could find that the defendants not only were generally aware of,
but welcomed, copyright-infringing material being placed on their web-
site. Such material was attractive to users, whose increased usage en-
hanced defendants' income from advertisers...230

An issue related to the specificity requirement is the way courts have
construed a Section 512(c) compliant takedown notice (i.e., one that trig-
gers an ISP's obligation to remove the content).231 The consensus of the
courts, including the lower courts in UMG Recordings v. Veoh Networks
and Viacom International v. YouTube, is that to trigger an ISP's takedown
obligation, a notice must specify the precise location (item number, web
address or URL) of the infringing copy of the work. 232 Further, courts
generally have held that in response, an ISP must only remove that loca-
tion-specific copy - not additional copies of the same work that may re-
side on the system.233 However, there does not appear to be any basis in
the statute for requiring this level of specificity. Indeed, the notice provi-
sions in the statute clearly envision that the rights owner might provide
less specific information. Subsection (3)(iii) requires only information rea-
sonably sufficient to permit the service provider to locate the material -
not the precise location of each item of infringing content. Further, sub-
section (3)(ii) provides that "if multiple copyrighted works at a single on-
line site are covered by a single notification, a representative list of such
works at that site" suffices. 234 The Fourth Circuit in ALS Scan, Inc. v.
RemarQ Communities, Inc. noted:

229 See, e.g., Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 35; UMG Recordings,
Inc. v. Shelter Capital Partners, 667 F.3d at 1037-38; CCBiIl, 488 F.3d at
1112-13 (defendant argued successfully that it could not identify which of
the celebrity photos posted on its site were infringing (even though one of
the sites was called "stolencelbritypics.com")).

230 718 F. Supp. 2d at 518.
231 17 U.S.C. § 512(c)(3) (2006)
232 See Viacom Int'l, Inc. v. YouTube, Inc., 718 F. Supp. 2d at 528-29; UMG Re-

cordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081, 1109-10 (C.D.
Cal. 2008); Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082, 1089-92 (C.D.
Cal. 2001); Capitol Records, Inc. v. MP3tunes, LLC, 821 F. Supp. 2d 627,
642-43 (S.D.N.Y. 2011). See also CCBill, 488 F.3d. at 1112.

233 Viacom Int'l, Inc. v. YouTube, Inc., 718 F. Supp. 2d at 528-29; UMG Record-
ings, Inc. v. Veoh Networks, Inc., 665 F. Supp. 2d 1109-10.

234 17 U.S.C. § 512(c)(3)(iii) (2006).
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This subsection specifying requirements for notification does not seek to
burden copyright holders with the responsibility of identifying every in-
fringing work or even most of them - when multiple copyrights are in-
volved. Instead, the requirements are written so as to reduce the burden
of holders of multiple copyrights who face extensive infringement of their
works.235

Despite the statutory language, courts generally have strictly construed the
compliance requirements, narrowly construed the ISP's obligation to re-
spond to takedown notices, and generally failed to imbue any meaning to
the "representative list" language. 236

In Capitol Records v. MP3tunes, the court gave the takedown notice
slightly more teeth, by requiring MP3tunes to take down additional copies
of the material identified in the notices that users had copied into their
personal lockers.237 MP3tunes had removed infringing copies of which it
received notice from its servers, but it had not removed copies of the same
material (bearing the same hash number) made by users from the server
copy and located in users' lockers.2 38 The court reasoned that MP3tunes
could easily locate and remove those files since they bore the same hash
tag, while the plaintiffs had no way to find the copies stored in users'
"lockers" and identify them.239 The court's determination that MP3tunes,
in responding to takedown notices, is also required to remove additional
copies from their customers' lockers represents somewhat of a departure
from prior decisions, discussed above, which have very narrowly construed
an ISP's obligation to respond to takedown notices. This strict and narrow
construction stems from steadfast judicial interpretation of Section 512(m)
to preclude any burden being placed on the ISP to search for or locate
infringing materials. 240 The MP3tunes ruling regarding locker copies,
however, represents an acknowledgement that in certain instances, it will

235 239 F.3d 619, 625 (4th Cir. 2001); see also Perfect 10, Inc., v. Cybernet Ven-
tures, Inc., 213 F. Supp. 2d 1146, 1180 (C.D. Cal. 2002) (noting that
Cybernet's refusal to allow such a representative list upsets the "Congres-
sionally apportioned burden between copyright hold and service provider
by placing the entire burden on the copyright owner.").

236 See Viacom Int'l, Inc. v. YouTube, Inc., 718 F. Supp. 2d at 528-29; UMG Re-
cordings, Inc. v. Veoh Networks, Inc., 665 F. Supp. 2d 1110 (merely provid-
ing an artist's name is not information reasonably sufficient to permit the
service provider to locate the material under Section 512(c)(3)); Capitol
Records, Inc. v. MP3tunes, LLC, 821 F. Supp. 2d at 642-43; Hendrickson v.
eBay, Inc., 165 F. Supp. 2d 1082, 1089-92 (C.D. Cal. 2001) (informing eBay
that counterfeit copies of the film Manson were being offered for sale was
insufficient under Section 512(c)(3)).

237 821 F. Supp. 2d at 642-43.
238 Id.
239 Id.
240 UMG Recordings, Inc. v. Veoh Networks, Inc., 665 F. Supp. 2d 1109-10.
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be impossible for the copyright owner to identify all infringing copies and
that an ISP can in fact have greater knowledge and ability to locate in-
fringing materials.

Below, we describe how Section 512(c) came to be interpreted to pro-
tect services flagrantly hosting infringing content and why, in terms of
maintaining the balance between protecting copyright and encouraging in-
novation, that may not be the most accurate or beneficial interpretation of
section 512(c). We look at actual knowledge and red flag awareness stan-
dards, in turn.

ii) Actual Knowledge

To determine what Congress intended by use of the term "knowl-
edge," the basic principles of statutory construction tell us that instead we
should look to the meanings already ascribed to it in the relevant common
law,24 1 i.e., the case law regarding contributory liability in copyright in-
fringement. As described above, knowledge of the infringing activity is an
essential element of traditional contributory liability.242 According to
traditional contributory liability case law, knowledge that infringement is
actually occurring is sufficient - knowledge of each specific item of in-
fringing material is not necessary, however, to find liability. For instance,
in Fonovisa, the swap meet operator knew there were vendors selling in-
fringing music tapes, but he could not have told you which tapes exactly
were being sold at which booths.243

The Napster court found that Napster had both actual and construc-
tive knowledge based on an internal Napster document uncovered in dis-
covery that demonstrated its knowledge that the site was being used for
infringement of sound recordings, the sophistication of the Napster execu-
tives and the fact that the RIAA had advised Napster of more than 12,000
infringing files, some of which were still available. 244 The court drew an
important distinction between the case (1) in which a service provider
learns of specific infringing material available on its site and "fails to purge

241 Perfect 10, Inc. v. CCBill, LLC, 488 F.3d 1102, 1117 (9th Cir. 2007) ("Based on
the 'well-established rule of construction that where Congress uses terms
that have accumulated settled meaning under common law, a court must
infer, unless the statute otherwise dictates, that Congress means to incorpo-
rate the established meaning of those terms."' (quoting Rossi v. Motion Pic-
tures Ass'n of Am., 391 F.3d 1000, 1004 n.4 (9th Cir. 2004) (quoting Neder
v. United State, 527 U.S. 1, 21 (1999)); see also F.D.I.C. v. Meyer, 510 U.S.
471, 476 (1994) (holding that in the absence of a specific statutory defini-
tion, a statutory term is construed "in accordance with its ordinary or natu-
ral meaning").

242 See supra Section III.l.a.
243 Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259, 264 (9th Cir. 1996).
244 A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1021 (9th Cir. 2001).
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such material from its system,"2 45 and (2) where the structure of the ser-
vice provider's system merely "allows for the exchange of copyrighted ma-
terial,"2 46 with the latter not constituting actual knowledge.

Similarly, courts have found that peer-to-peer service providers that
actually knew there was massive infringement occurring on their services
were not required to have knowledge of each infringing item to give rise to
contributory infringement. In Arista Records v. Usenet.com, the court ex-
pressly stated that knowledge of specific infringements is not required to
support a finding of contributory infringement and found that it was "be-
yond purview" that the defendants knew or should have known of in-
fringement by their users and that their services were used primarily to
obtain copyrighted material. 247 Nor did the Court in Grokster require
knowledge of specific infringements; the fact that the Grokster defendants
were intentionally encouraging or inducing users to infringe was suffi-
cient.248 In Aimster, the court found the defendants had culpable knowl-

edge where they willfully blinded themselves to infringement generally by
using encryption technology. 249

Courts in the Ninth Circuit were some of the first to analyze knowl-
edge requirements in the Section 512(c)(1)(A) context, and the case law
requiring item-specific knowledge quickly developed. In several cases, the
courts required particular knowledge of specific infringements of the na-
ture that one would obtain from a DMCA takedown notice. In each of
Perfect 10 v. CC Bill, Corbis v. Amazon.com, Io Group v. Veoh Networks
and UMG Recordings v. Veoh Networks (later affirmed by UMG Record-
ings v. Shelter Capital), the fact that the plaintiffs had failed to provide
compliant DMCA notices prior to the commencement of the lawsuit was
an important factor weighing against a finding of actual knowledge.2 50

245 Id. at 1021 (citing Religious Tech. Ctr. v. Netcom On-Line Commc'n Servs.,
Inc., 907 F. Supp. 1361, 1374 (N.D. Cal. 1995)).

246 Id. (citing Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 442-
43 (1984)).

247 633 F. Supp. 2d 124, 124 (S.D.N.Y. 2009); see also Arista Records, LLC v.
Lime Group, LLC, No. 06 Civ. 5936, 2010 WL 2291485 (S.D.N.Y. May 25,
2010).

248 Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 545 U.S. 913, 923-24
(2005) ("It is uncontested that [Grokster and StreamCast] are aware that
users employ their software primarily to download copyrighted files, even if
the decentralized FastTrack and Gnutella networks fail to reveal which files
are being copied, and when."). Id. at 940 ("The unlawful objective is
unmistakable.").

249 In re Aimster Copyright Litigation, 334 F.3d 643, 655 (7th Cir. 2003).
250 Corbis, 351 F. Supp. 2d 1090, 1107-08 (W.D. Wash. 2004); Perfect 10, Inc. v.

CCBill, LLC, 488 F.3d 1102, 1111-12 (9th Cir. 2007); Io Group, Inc. v. Veoh
Networks, Inc., 586 F. Supp. 2d 1132, 1136 (N.D. Cal. 2008); UMG Record-
ings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081, 1104 (C.D. Cal.
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The Ninth Circuit in CC Bill expressly stated that actual knowledge would
not be imputed to the defendant CC Bill because it had not received com-
pliant DMCA notices.25 1 This view was reflected in the Io Group v. Veoh
Networks252 and UMG Recordings v. Veoh Networks,253 district court de-
cisions in the Northern and Central Districts of California, respectively.
The Southern District of New York followed suit in Viacom v. You-
Tube,25 4 Wolk v. Kodak Imaging Network255 and, to an extent, Capitol
Records v. MP3tunes.256

The district court in UMG Recordings v. Veoh Networks found that
the defendant lacked actual knowledge for purposes of Section
512(c)(1)(A) despite the fact that Veoh (i) knew it was hosting an entire
category of copyrighted music, while knowing it had no licenses for such
content; (ii) had tagged more than 240,000 videos as music videos, which
again it knew it had no licenses for; (iii) paid search engines to appear in
search results for terms that included UMG music; (iv) based on the evi-
dence presented, founders, employees and investors admittedly knew of
widespread infringement; all while (v) Veoh delayed use of fingerprinting
technology that it possessed and could have easily used to search indexes
to locate infringing content.2 57 The district court in Io Group v. Veoh Net-
works similarly held that Veoh had no "knowledge" despite similar
facts.

258

The Ninth Circuit affirmed the district court in UMG Recordings v.
Shelter Capital. It found that UMG had not sent Veoh any takedown no-
tices, which the court explained, "stripped it of the most powerful evi-
dence of a service providers' knowledge - actual notice of infringement
from the copyright holder."2 59 Notably, the Ninth Circuit readily dis-
missed UMG's arguments that because Veoh had no licenses from major
music owners and knowingly hosted an entire category of copyrighted con-
tent - namely music - Veoh had actual knowledge sufficient to disqual-
ify it from safe harbor protection.2 60 The court adopted Veoh's argument
that some of the music might legally appear on the service, including

2008); UMG Recordings, Inc. v. Shelter Capital Partners, 667 F.3d 1022 (9th
Cir, 2011).

251 488 F.3d at 1112-13.
252 586 F. Supp. 2d at 1136.
253 665 F. Supp. 2d at 1104.
254 718 F. Supp. 2d at 524
255 No. 10-4135, 2012 WL 11270 at *5 (S.D.N.Y. 2012).
256 821 F. Supp. 2d 627, 642-43 (S.D.N.Y. 2011).
257 665 F. Supp. 2d at 1108-09.
258 586 F. Supp. 2d at 1148.
259 667 F.3d 1022, 1036 (9th Cir 2011).
260 Id. at 1036-39.
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videos that users created and some that Veoh had obtained though ar-
rangements with copyright holders.261 The court explained that if:

merely hosting material that falls within a category of content capable of
copyright protection, with the general knowledge that one's services
could be used to share unauthorized copies of copyrighted material, was
sufficient to impute knowledge to the service providers, the Section512(c)
safe harbor would be rendered a dead letter.26 2

Further, the Ninth Circuit stated that notice and takedown proce-
dures were made available to rights holders as part of the DMCA's at-
tempt to foster cooperation between copyright holders and service
providers, and that copyright holders are in a better position to identify
infringing copies since they know exactly what they own.263 Under Sec-
tion 512(c)(3)(B), a deficient takedown notice "shall not be considered
under paragraph (1)(A) in determining whether a service provider has ac-
tual knowledge or is aware of facts or circumstances from which infringing
activity is apparent. '26 4 The Ninth Circuit went one step further and held
that actual knowledge can only come from the copyright owner and that it
must be in the form of a proper Section 512(c) takedown notice.265 The
court reasoned that other sources of potential knowledge could only con-
stitute red flag knowledge, at most, not actual knowledge, because the ser-
vice provider "would have no assurance that a third party who does not
hold the copyright in question could know whether the material was in-
fringing." 2661n other words, only the copyright holder can know for certain
if the particular copy is infringing and provide notice that constitutes ac-
tual knowledge. Because that notice must be in the form of a DMCA
complaint takedown notice, according to the Ninth Circuit's logic, there is
no way to acquire actual knowledge other than by a compliant DMCA
notice. Hence, the Ninth Circuit effectively collapsed the actual knowl-
edge standard into the notice and takedown requirement, rendering the
former superfluous.

261 Id. at 1038-39.
262 Id. at 1036-37.
263 Id. at 1037.
264 Id. (citing 17 U.S.C. §512 (c)(3)(B) (2006)).
265 Id. at 1040; id.at n.14. UMG argued that an email sent from the CEO of Dis-

ney to Veoh investor Michael Eisner regarding specific copyrighted Disney
content on the service constituted actual or red flag knowledge. The court
noted that Disney, as a copyright holder, was subject to the notification
requirements of Section 512(c)(3). It further stated that, even if the notice
came from a third party, "it would not be obvious how Veoh's awareness of
apparent infringement of Disney's copyrights over movies and television
shows would advance UMG's claims that Veoh hosted unauthorized UMG
music videos." Id. at n.13.

266 Id. at n.14.
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The district court in Viacom International v. YouTube was the first
court outside of the Ninth Circuit to expressly state that actual knowledge
under Section 512(c)(1)(A) means knowledge of "specific and identifi-
able" copies of infringing content, including the location of each such
copy.2 6 7 The district court in Viacom suggested that the only evidence of
actual knowledge that a plaintiff could proffer that would disqualify a de-
fendant from the safe harbor would be by virtue of having received a fully
compliant DMCA takedown notice - one that included identification of
each specific item of infringing content and its specific location, e.g., its
URL.268 The court found that YouTube had no knowledge of infringe-
ment other than through DMCA notices with which it complied, despite
evidence in the record that the founders knew that 70-80% of the content
on the site was infringing and expressly discussed the need to keep certain
infringing items on the site in order to attract more views. 269

The district court in Capitol Records v. MP3tunes adopted the Viacom
district court's interpretation of Section 512(c) and refused to impute ac-
tual knowledge of any infringement to MP3tunes unless it had received an
effective takedown notice which identified the infringing content.270 Fol-
lowing on the heels of MP3Tunes, in Wolk v. Kodak Imaging Network, a
photographer alleged copyright infringement based on the fact that unau-
thorized copies of her photographs were uploaded to the Photobucket
site. 271 The court found that Photobucket had complied with notice and
takedown by removing all identified copies and that to hold Photobucket
responsible for any infringement other than that which it received specific
notice would be akin to requiring Photobucket to "police its site to un-
cover current infringements and prevent future infringements" - which
would be a burden "beyond what is required under the DMCA. 27 2

267 718 F. Supp. 2d 514, 528 (S.D.N.Y. 2010), rev'd and remanded in part and affd

in part, 676 F.3d 19 (2d Cir. 2012).
268 Id.; see also Wolk v. Kodak Imaging Network, Inc., 2012 WL 11270, at *5

(S.D.N.Y. 2012); Perfect 10, Inc. v. CCBiI, LLC, 488 F.3d 1102, 1113 (9th
Cir. 2007); Hendrickson v. Amazon.com, 298 F. Supp. 2d at 914, 915 (C.D.
Cal. 2003); but see Perfect 10, Inc., v. Cybernet Ventures, Inc., 213 F. Supp.
2d 1146, 1169-70 (C.D. Cal. 2002). In Hendrickson v. eBay, the court found
that the defendant could not be imputed with knowledge where the plain-
tiff's notice did not specify the eBay item number that would enable the
defendant eBay to identify the content. 165 F. Supp. 2d 1082, 1090 (C.D.
Cal. 2001).

269 The district court in Viacom concluded that "[gleneral knowledge that in-
fringement is 'ubiquitous"' does not impose a duty on the service provider
to monitor or search its service for infringements." 718 F. Supp. 2d at 525.

270 821 F. Supp. 2d 627, 642-43 (S.D.N.Y. 2011).
271 2012 WL 11270 at *5.
272 Id. at *5.
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The Second Circuit in the recent Viacom International v. YouTube
decision agreed with the district court that actual (and red flag) knowledge
means "knowledge or awareness of specific infringing material. ' 273 In an-
alyzing whether actual knowledge could mean general knowledge or had
to be specific, the court decided it must be the latter because Section
512(c) would otherwise be internally inconsistent. To qualify for protec-
tion, the provider has the obligation to take such material down expedi-
tiously upon obtaining such knowledge or awareness. The court explained
that "expeditious removal is possible only if the service provider knows
with particularity which items to remove. '274 Because there was evidence
that YouTube employees had knowledge of specific Viacom-owned clips
and made decisions not to take the infringing materials down, the Second
Circuit reversed and remanded on whether there was a genuine issue of
material fact as to YouTube's specific knowledge of infringing copies of
the Viacom works in-suit.275

The record evidence relied upon by the Second Circuit included a
YouTube founder's report noting the availability on the service of well-
known Viacom-owned shows, e.g., South Park and the Daily Show, and
further stating that "although YouTube is not legally required to monitor
content ... and complies with DMCA takedown requests, we would bene-
fit from reemptively removing content that is blatantly illegal and likely to
attract criticism. '276 The record also included incriminating internal You-
Tube e-mails showing knowledge or awareness that specific content was
being offered on YouTube without authorization from the copyright own-
ers (i.e., Bud Light commercials, CNN shuttle clip) - these e-mails also
evidenced a desire to keep the popular copyrighted content up until You-
Tube was "bigger and better known. '277

The Second Circuit departed from the Ninth Circuit's view of actual
knowledge in two important respects. First, it acknowledged that there
might be instances of actual knowledge obtained from sources other than
DMCA takedown notice, i.e., YouTube's own internally-generated knowl-
edge.278 Second, as discussed in more detail below, the Second Circuit
distinguished the actual knowledge from the red flag awareness standard

273 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d 19, 26 (2d Cir. 2012).
274 Id. at 30.
275 Id. at 34.
276 Id. at 33.
277 Id. at 33-34. For instance, regarding the CNN space shuttle clip, one of the

YouTube founders stated in an e-mail, "the CNN space shuttle clip, I like.
We can remove it once we're bigger and better known, but for now that clip
is fine." And regarding the Bud Light commercials, a founder stated also in
an e-mail: "can we please leave these in a bit longer? Another week or two
can't hurt."

278 Id. at 31.



Copyright Enforcement 677

by explaining that actual knowledge was subjective specific knowledge
while the latter was an objective standard for specific knowledge. 279 The
court explained that "actual" knowledge denotes a subjective belief, while
"red flag" knowledge refers to an objective, reasonableness standard.2 80

iii) Red Flag Awareness

The courts in the recent Second and Ninth Circuit Section 512(c)
cases have also narrowly interpreted the "red flag" standard in Section
512(c)(1)(A), almost equating it to the actual knowledge standard by re-
quiring awareness of specific items of infringing material. Red flag aware-
ness - where a service provider is aware of facts and circumstances from
which infringement is apparent - is somewhat similar to the "constructive
knowledge" standard for a finding of contributory liability. Under the
common law, constructive knowledge is found where the defendant
"should have known" of the infringement and includes "willful blind-
ness."28 1 The test for red flag awareness appears to be somewhat higher
than the constructive knowledge standard of "should have known." It has
been described as: "whether the service provider deliberately proceeded in
the face of blatant factors of which it was aware. ' 282 The legislative history
describes the standard in Section 512(c)(1)(A) as follows:

Subsection (c)(1)(A)(ii) can best be described as a 'red flags' test. As
stated in subsection (1), a service provider need not monitor its service or
affirmatively seek facts indicating infringing activity [ ], in order to claim
this limitation on liability (or, indeed any other limitation provided by the
legislation). However, if the service provider becomes aware of 'red flags'
from which infringing activity is apparent, it will lose the limitation of lia-
bility if it takes no action. The 'red flag' test has both a subjective and an
objective element. 283

In connection with the Section 512(d) safe harbor (which contains an
identical "red flag" knowledge standard), Congress noted that "a service
provider would have no obligation to seek out copyright infringement, but
it would not qualify for the safe harbor if it had turned a blind eye to 'red
flags' of obvious infringement. ' '2 84 In other words, if it should be evident
to a service provider that there is infringing content on its site, it should
not be able to shield itself from liability under Section 512 any more than a
contributory infringer should be able to feign lack of knowledge by pur-

279 Id.
280 Id.
281 See In re Aimster Copyright Litigation, 334 F.3d 643, 649 (7th Cir. 2003); see

supra Section III.1.d.
282 Corbis, 351 F. Supp. 2d at 1108-09.
283 S. REP. No. 105-190, at 44 (1998) (emphasis added).
284 Id. at 48 (emphasis added); see also id. (giving examples of "red flags" as the

use of names such as "pirate" and "bootleg").
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posely trying to hide its head in the sand.285 As Congress stated, when
"the infringing nature" of the site "would be apparent from even a brief
and casual viewing, safe harbor status ... would not be appropriate." 286

The legislative history makes it clear that where there are signs of obvious
infringement, the service provider must take some action to locate it and
remove it: "Once one becomes aware of such infringement ... one may
have an obligation to check further."287

Despite the legislative history, numerous courts (e.g., Perfect 10 v. CC
Bill, UMG Recordings v. Shelter Capital, Io Group v. Veoh Networks,
Viacom v. YouTube, Capitol Records v. MP3tunes and Wolk v. Kodak
Imaging) have adopted the view, to varying degrees, that a service pro-
vider should have no obligation to make any investigation of infringement
even if it is blatantly obvious that the site is mainly being used for infringe-
ment. Even where the cases cite to statements in the legislative history,
such as that "apparent knowledge requires that the service provider delib-
erately proceeded in the face of blatant factors of which it was aware" or
"turned a blind eye to 'red flags' of obvious infringement," 288 they each
failed to find "red flag" knowledge on the grounds that the service pro-
vider would have had to take some action - even just a text or index
search of its system - to locate the infringing activity.289

Notably, in Perfect 10, Inc. v. CCBil, LLC, the Ninth Circuit held that
providing services to Web sites named "illegal.net" and "stolencelebri-
typics.com" was not enough to raise a 'red flag' - even though, as de-
scribed above, the legislative history provides as examples of "red flags"
the use of analogous names such as "pirate" and "bootleg. '290 In Io
Group v. Veoh Networks, the court found that awareness of professional
quality videos containing Io's trademark did not constitute red flags.291

The district court in UMG Recordings v. Veoh Networks maintained that,
even if Veoh's "founders, employees, and investors knew that widespread

285 See Aimster, 334 F.3d at 655; Columbia Pictures Indus., Inc. v. Fung, No. 06-
5578, 2009 WL 6355911, at *21-22 (C.D. Cal. Dec. 21, 2009); see supra Sec-
tion III.1.d.

286 H.R. REP. No. 105-551, pt. 1, at 26 (1998).
287 Id.
288 Jo Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1148 (N.D. Cal.

2008); see also Corbis, 351 F. Supp. at 1108.
289 See, e.g., UMG Recordings, Inc. v. Shelter Capital Partners, 667 F.3d 1022,

1031-39 (9th Cir 2011).
290 488 F.3d 1102, 1113 (9th Cir. 2007); but see Playboy Enters., Inc. v. Webbworld,

Inc., 991 F. Supp. 543, 553-53 (N.D. Tex. 1997) (finding infringement and
remarking that "a newsgroup named, for example, 'alt.sexy.playboy' or
'alt.mag.playboy' might instantly be perceived as problematic from the
standpoint of federal copyright law").

291 586 F. Supp. at 1148-49.
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infringement was occurring on the Veoh system," such "general awareness
of infringement, without more" is not enough to constitute "red flag"
knowledge. 292 In UMG Recordings v. Shelter Capital, the Ninth Circuit
agreed with the district court's understanding of red flag awareness, stat-
ing that the district court had "properly followed our analysis in CCBill,
which reiterated that the burden remains with the copyright holder rather
than the service provider. '293 The Ninth Circuit also agreed that the none
of the following could be considered red flags: news articles from major
media articles describing Veoh as a haven for pirated content, including
acknowledgements in the press from Veoh's CEO that it was hosting in-
fringing content, an e-mail from Disney's CEO complaining that Disney
properties were available on Veoh without authorization, e-mail from a
user that there was plenty of copyright infringing material available on
Veoh.

2 9 4

The district court in Viacom relied in part on the district court's deci-
sion in UMG Recordings v. Veoh Networks, including the statement:
"CCBill teaches that if investigation of 'facts and circumstances' is re-
quired to identify material as infringing, then those facts and circum-
stances are not 'red flags."' 295  Although the court found that
infringement on the site was ubiquitous, it also did not find any red flags of
infringement. The district court stated that: "General knowledge that in-
fringement is 'ubiquitous' does not impose a duty ... to monitor or search
its services for infringement. '296

The Second Circuit in Viacom affirmed the district court's holding
that red flag awareness of "facts and circumstances from which infringing
activity is apparent" requires awareness of specific infringing activity.297 It
agreed that ubiquitous infringement on a service is insufficient to consti-
tute a red flag that would disqualify a service provider.298 Viacom argued
that requiring item-specific knowledge under both red flag awareness and
actual knowledge rendered the red flag provision superfluous.2 99 While
acknowledging that it is required to "disfavor interpretations of statutes
that render language superfluous," the court distinguished actual and red

292 620 F. Supp. 2d 1081, 1109 (C.D. Cal. 2008).
293 667 F.3d at 1038.
294 Id. at 1035-41.
295 Viacom Int'l, Inc., v. YouTube, Inc., 718 F. Supp. 2d 514, 525 (S.D.N.Y. 2010),

rev'd and remanded in part and aff d in part, 676 F.3d 19 (2d Cir. 2012)
(citing UMG Recordings, Inc. v. Veoh Networks, Inc., 665 F. Supp. 2d at
1108).

296 Id. at 525.
297 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 31-32.
298 Id. at 33.
299 Id. at 31.
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flag knowledge on grounds other than specificity.300 As mentioned, the
court drew a distinction between actual and red flag knowledge on the
basis that "actual" knowledge denotes a subjective belief, while "red flag"
knowledge refers to an objective, reasonableness standard.3 0' The court
further explained that actual knowledge means the service provider itself
in fact knew of a specific infringing item, while red flag knowledge de-
pends on whether the provider was subjectively aware of facts and circum-
stances that would cause a reasonable person, under an objective standard,
to know of the specific infringing item. 30 2 Given the record evidence that
YouTube was aware of specific Viacom-owned clips, the court also re-
versed and remanded on the issue of red flag awareness. 30 3 The court
stated: "On these facts, a reasonable juror could conclude that YouTube
had actual knowledge of specific infringing activity, or was at least aware
of facts or circumstances from which specific infringing activity was
apparent.

'304

The Second Circuit in Viacom failed to provide any concrete details
or examples as to what would constitute a red flag under this framework
that would not also be actual knowledge. And it is difficult to envision a
scenario in which this distinction would create any difference as a practical
matter - where a service provider might be aware of facts and circum-
stances from which it is apparent that a particular copy of infringing con-
tent is available at a specific online location on its service and yet not have
actual knowledge of that copy. In UMG Recordings v. Shelter Capital,
upon UMG's petition for rehearing and rehearing en banc, the Ninth Cir-
cuit has asked the parties to submit supplemental briefs on the Second
Circuit's distinction between red flag and actual knowledge. As a result,
there may be more guidance on this issue from the Ninth Circuit in the
near future. 30 5

As another point of distinction from the UMG Recordings v. Shelter
Capital case, the Viacom court explicitly considered the role of willful ig-

300 Id.
301 Id.
302 Id. But see S. REP. No. 105-190, at 44 (1998) (stating that red flag test "has

both a subjective and an objective element").
303 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 34.
304 Id.
305 On June 7, 2012, the court in UMG v. Shelter Capital on a petition for a rehear-

ing en banc requested from the parties for a supplementary brief on
whether (i) the Second Circuit drew the right distinction between actual and
red flag knowledge and whether it affects the disposition of the case and (ii)
whether the right and ability to control disqualifier in Section 512(c)(1)(B)
requires knowledge of specific infringing material. See Court Order, UMG
Recordings, Inc. v. Shelter Capital Partners, No. 2:07-cv-05744 (9th Cir.
June 7, 2012).
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norance and agreed with the plaintiff that willful ignorance could in some
instances be red flag knowledge. It conditioned willful blindness on Sec-
tion 512(m), however, stating that willful blindness cannot require "an af-
firmative duty to monitor" or investigate to be eligible for the safe harbor.
It defined "willful blindness" as awareness of a "high probability of the
fact in dispute and consciously avoiding confirming that fact." 30 6 If Sec-
tion 512(m) prohibits any requirement to look for infringing content, as
the Second and Ninth Circuits have held, then again, from a practical
standpoint, it's not clear under what circumstances an internet service pro-
vider might deliberately avoid guilty knowledge of specific acts of infringe-
ment without having first conducted any investigation of specific facts. For
example, in Aimster, the defendants were willfully blind to infringement
on the site generally, not to specific infringements. In order to encrypt
particular items of infringement in order to blind themselves to them, the
defendants would have had to know of the specific infringements or at
least their location.

In the context of peer-to-peer services, courts have disqualified the
service provider from Section 512 protection based on a finding of willful
ignorance or blindness of infringement generally. In the summary judg-
ment context, the Fung court found that over 90-95% of the content avail-
able to U.S. users was infringing and that the site was designed to make it
easy to find popular movies and television shows, none of which were li-
censed. The Fung court stated: "in light of this overwhelming evidence,
the only way Defendants could have avoided knowing about their users'
infringement is if they engaged in 'ostrich-like refusal to discover the ex-
tent to which their systems were being used to infringe copyright." 30 7

The court in Fung added: "inducement liability and the [DMCA] safe
harbors are inherently contradictory. The statutory safe harbors were in-
tended to protect passive, good faith conduct aimed at operating a legiti-
mate internet business, while inducement liability is based on active bad
faith conduct aimed at promoting infringement. '30 8 This seems fairly
straightforward - one should not be able to intentionally induce infringe-
ment and then throw one's hands up in ignorance. That would amount to
the type of culpable willful blindness described in Aimster.

In Aimster, Judge Posner did not directly address red flag knowledge,
but denied safe harbor protection on the grounds that a service provider
could not shield itself from liability by willful ignorance. Consistent with
the legislative history and the statue itself, Judge Posner interpreted the
safe harbors generally as requiring a service provider to take action where

306 Viacom Int'l, Inc. v. YouTube, Inc., 376 F.3d at 35.
307 Columbia Pictures v. Fung, No. 06-5578, 2009 WL 6355911, at *17-18 (C.D.

Cal. Dec. 21, 2009).
308 Id. at *22.
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reasonable - when it is in a better position to do so than the rights holder.
He succinctly summed up the Section 512 requirements in one paragraph,
explaining:

The common element of the safe harbors is that the service provider must
do what it can reasonably be asked to do to prevent the use of its service
by repeat infringers. 17 U.S.C. 512 (i)(1)(A). Far from doing anything to
discourage repeat infringers ... Aimster invited them to do so, showed
them how they could do so ... and disabled itself from doing anything to
prevent infringement.30 9

The Fung and Aimster decisions each involved clearly bad actors pro-
viding peer-to-peer services; and in none of them was specific knowledge
required. The courts refused to provide safe harbor protection to clearly
culpable defendants. 310

The Second Circuit in Viacom appeared somewhat troubled by the
clear knowledge and awareness of infringement that the YouTube foun-
ders displayed in the record (during the period in suit - approximately
2005-2008). Although it agreed that general awareness of infringement
can never be disqualifying knowledge under Section 512, it created a
couple of important nuances, including the subjective/objective knowledge
distinction discussed above, and the recognition that willful blindness
could amount to knowledge or awareness under Section 512(c). 311

b) Right and Ability to "Control" Infringing Activity and Direct Fi-
nancial Benefit

Under Section 512(c)(1)(B), a service provider is entitled to safe har-
bor protection if it "does not receive a financial benefit directly attributa-
ble to the infringing activity, in a case in which the service provider has the
right and ability to control such activity."'312 Thus, a service provider will
be excluded from the safe harbor if it has "the right and ability to control
the infringing activity" and "receives a financial benefit directly attributa-
ble to [the infringing] activity."' 313 The language of Section 512(c)(1)(B)
directly tracks the elements of common law vicarious liability.314 Both el-

309 In re Aimster Copyright Litigation, 334 F.3d 643, 655 (7th Cir. 2003).
310 The Fung decision, however, is on appeal, and the appellate court could be

waiting for a final decision in Shelter Capital before rendering a decision.
See U.S. Court of Appeals for the Ninth Circuit, Docket No. 10-55946.

311 See supra Section III.3.b(i); see also Viacom Int'l v. YouTube, Inc., 676 F.3d at
35.

312 17 U.S.C. § 512(c)(1)(B) (2006).
313 Id. § 512(c)(1)(B).
314 In discussing the vicarious liability standard, the Supreme Court and this

Viacom court have used the language "right and ability to control" and
"right and ability to supervise" interchangeably. See Metro-Goldwyn-
Mayer Studios, Inc. v. Grokster, Ltd., 545 U.S. 913, 930 n.9 (2005) (stating
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ements - the right and ability to control and the direct financial benefit
- must be established in order to deny a defendant's immunity under
Section 512(c).

i) Ability to Control Infringing Activity

As described above, under well-established rules of statutory con-
struction, the common law understanding of the standard should be ap-
plied. 315 Nevertheless, the cases have interpreted the "right and ability to
control" standard somewhat more strictly in the Section 512 context than
the vicarious liability standard on which it was based.316 In vicarious lia-
bility cases, courts have found that the ability to exclude users from the
system and terminate their accounts was sufficient to demonstrate the
right and ability to control for purposes of establishing vicarious liabil-
ity.3 1 7 Recent Section 512 cases, however, have stated that "something
more" than the ability to terminate users' accounts is required in the 512
context - without defining what that "something more" is. 3 18 The ratio-
nale is that in order to be eligible for Section 512, a service provider must
have the ability to take infringing material down, and so this requirement
cannot mean that if it does have that ability it is not eligible.

In Corbis v. Amazon.com, for instance, the court found that Amazon
did not have the right and ability to control infringing activity on its third-

that a vicarious liability theory "allows imposition of liability when the de-
fendant profits directly from the infringement and has a right and ability to
supervise the direct infringer"); see also H.R. REP. No. 105-551 (Part 1) at
25-26 (emphasis added) ("The financial benefit standard in subparagraph
(B) is intended to codify and clarify the direct financial benefit element of
vicarious liability.... The "right and ability to control" language in subpar-
agraph (B) codifies the second element of vicarious liability.").

315 See Perfect 10, Inc. v. CCBill, LLC, 488 F.3d 1102, 1117 (9th Cir. 2007).
316 Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1150 (N.D. Cal.

2008); Perfect 10, Inc., v. Cybernet Ventures, Inc., 213 F. Supp. 2d 1146,
1181 (C.D. Cal. 2002); Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082, 1094
(C.D. Cal. 2001); CoStar Group, Inc. v. LoopNet. Inc., 164 F. Supp. 2d 688,
704 (D. Md. 2001); see also Viacom Int'l, Inc. v. YouTube, Inc., 718 F. Supp.
2d at 527 (stating that because YouTube lacked knowledge of the specific
location of infringing material it could not control the infringement; how-
ever, this contradicts one of the longstanding attributes of vicarious liability
that knowledge is not a required element).

317 See, e.g., A&M Records, Inc. v. Napster, 239 F.3d 1004, 1023 (9th Cir. 2001);
Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1173 (9th Cir. 2007)
(holding that, consistent with Grokster, a service provider "exercises control
over a direct infringer when he has both a legal right to stop or limit the
directly infringing conduct, as well as the practical ability to do so").

318 See, e.g., UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081,
1114 (C.D. Cal. 2008); Perfect 10, Inc. v. Cybernet Ventures, Inc., 213 F.
Supp. 2d at 1181-82.
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party vendor platforms because it "merely provided the forum for an inde-
pendent third party seller to list and sell his merchandise . . .[and that]
Amazon was not actively involved in the listing, bidding, sale or delivery
of [the infringing item]. '319 The court determined that "right and ability
to control" must entail more than simply the ability to remove or block
access to materials posted on a Web site or stored on a system, because
Section 512 specifically requires the service provider to have the ability to
takedown or block infringing content. 32 0

The Ninth Circuit in UMG Recordings v. Shelter Capital Partners af-
firmed the district court's holding that the "ability to control" has to mean
"something more" than the ability to remove infringing material.32 1 Be-
cause the DMCA requires a provider to remove or disable access to mate-
rial upon having actual and red flag knowledge, the court affirmed the
lower court's ruling that "Congress could not have intended for courts to
hold that a service provider loses immunity under the safe harbor provi-
sion of the DMCA because it engages in acts that are specifically required
by the DMCA. ' 322 The circuit court analyzed the statutory language
anew without reference to the vicarious liability standard, and concluded
that, in this context, the ability to control is item-specific and that to exer-
cise "power or authority" over any particular infringing item, it must be
aware of it.323 Notably, the court cited to the district court decision in
Viacom for the principle that "[T]he provider must know of the particular
case before he can control it."'3 2 4

The Second Circuit in Viacom International v. YouTube agreed that
the "ability to control" requirement means "something more" than the
ability to remove infringing material. First, the court stated that, as a gen-
eral rule, when Congress uses terms that have accumulated settled mean-
ing under the common law, unless Congress otherwise states, it must be
inferred that Congress meant that settled meaning.325 The court recog-
nized that, under the common law vicarious liability standard, the ability
to block an infringers' access was evidence of the right and ability to su-

319 351 F. Supp. 2d at 1109.
320 Id. at 1110; see also Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d at

1153. Similarly, in Hendrickson v. eBay, the court ruled that the online auc-
tion site's "voluntary practice of engaging in limited monitoring of its Web
site" for infringements "cannot, in and of itself, lead the Court to conclude
that eBay has the right and ability to control infringing activity." 165 F.
Supp. 2d at 1094.

321 667 F.3d 1022, 1041 (9th Cir 2011).
322 Id. at 1042 (citing UMG Recordings, Inc. v. Veoh Networks, Inc., 665 F. Supp.

2d at 1113).
323 Id. at 1041-42.
324 Id. at 1042.
325 676 F.3d 19, 27 (2d Cir. 2012).
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pervise or control.326 Nevertheless, the court rejected Viacom's argument
to adopt the common law meaning of the terms, concluding that it "would
render the statue internally inconsistent. ' 327 Section 512(c) presumes that
a service provider can block access or remove content, and so, the court
reasoned, in order to comply with Section 512(c), a service provider neces-
sarily would have to meet that standard. Thus, the court concluded that
while item-specific knowledge is not required, "something more" than the
ability to remove or block content is required.

In describing what that "something more" might entail, the Second
Circuit in Viacon noted two cases in which the service provider was found
to have the requisite "right and ability" to control under Section 512.
First, it described the findings in Perfect 10 v. Cybernet Ventures, the only
case to date that has found the service provider had the right and ability to
control the infringement under Section 512(c). 328 The defendant in that
case had a monitoring program to ensure that users complied with "de-
tailed instructions regard[ing] issues of layout, appearance and con-
tent. ' 329 Access was denied to those who failed to comply. As its second
example, the court stated that a defendant liable for Grokster inducement
might have the required level of control, since inducement infringement
"premises liability on purposeful, culpable expression and conduct. '330

This leaves open the possibility of disqualifying YouTube on remand were
the court to find YouTube had induced infringement. 3 31

Although it adopted the Ninth Circuit's "something more" standard,
the Second Circuit expressly rejected the Ninth Circuit's ruling that a de-
fendant must have item-specific knowledge of an infringing item in order
to have the right and ability to control it. It remanded the issue of whether
YouTube met this "right and ability to control" standard in Section
512(c)(1)(B)for further fact finding. The Ninth Circuit took note of this in
the recent petition for rehearing en banc of UMG Recordings v. Shelter
Capital and requested supplementary briefing on this issue.332

ii) Financial Benefit

Whether the service provider receives a "financial benefit directly at-
tributable to the infringing activity" has received little analysis in the Sec-

326 Id.
327 Id.
328 213 F. Supp. 2d 1146, 1173-74 (C.D. Cal. 2002).
329 Id. at 1173 (cited in Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 38).
330 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d at 38.
331 Id.
332 See Order, UMG Recordings, Inc. v. Shelter Capital Partners, LLC, No. 55902

(June 7, 2012), available at http://www.suekayton.com/mbarclay/IPDuck
Docs/06-07-12_Order-re-further-briefing.pdf.
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tion 512 case law. Despite the fact that this requirement imports language
directly from vicarious liability case law, the cases analyzing the financial
benefit prong indicate that a heightened standard will be applied in the
Section 512 context.

In CCBill, the Ninth Circuit acknowledged that "direct financial ben-
efit" under Section 512 should be interpreted consistent with the similarly-
worded common law standard for vicarious liability.333 The court relied
on the legislative history, which states: "receiving a one-time set-up fee
and flat, periodic payments for service from a person engaging in infring-
ing activities would not constitute receiving a 'financial benefit directly at-
tributable to the infringing activity.' 334 Relying on this, the court
concluded that the defendant in CCBill did not meet the financial benefit
prong of Section 512.335

In Capitol Records v. MP3tunes, the district court held that MP3tunes
did not financially benefit from the infringing activity taking place on the
site.336 The court based its decision on legislative history that provided
that "a service provider conducting a legitimate business would not be
considered to receive a financial benefit directly attributable to the infring-
ing activity where the infringer makes the same kind of payment as non-
infringing users. '337

Some of these Section 512 cases ignore the fact that many service
providers today obtain more of a financial benefit from attracting eyeballs,
which in turn creates advertising revenue or increased the value of the
company, than from subscriber fees or other payments.338 As a matter of
basic statutory interpretation, the courts should look to the vicarious lia-
bility case law for guidance here, as well. As described in the discussion of
vicarious infringement above, a file hosting service that is directly profiting
from or adding value to its site by allowing copyrighted works to be made
available on its site should be found to receive a "direct financial bene-
fit"-assuming it can be shown that the infringing content is a draw for
users or that infringers pay premium fees.339

3. Post-Viacom International v. YouTube and UMG Recordings v.
Shelter Capital: The Import of the Recent Section 512 Cases

As the above discussion reveals, the Ninth and Second Circuits ap-
pear to have departed from the common law contributory liability prece-

333 Perfect 10, Inc. v. CCBill, LLC, 488 F.3d 1102, 1117 (9th Cir. 2007).
334 Id. at 1118 (citing H.R. REP. No. 105-551, pt. 2, at 54 (1998)).
335 Id.
336 821 F. Supp. 2d 627, 645 (S.D.N.Y. 2011).
337 Id.
338 See supra Section I.
339 See supra Section 111.2.
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dent regarding "knowledge," where general knowledge that one is
enabling mass infringement counts as actual knowledge, regardless of
whether the defendant has notice of each and every specific item of in-
fringement. By also interpreting red flag awareness as item-specific and
refusing to impose any duty to investigate - even in the face of what,
under the common law of contributory infringement, would be construc-
tive knowledge - courts have nearly eviscerated the red flag standard.
Based on this interpretation, recent decisions have held that knowledge of
pervasive and ubiquitous infringement on a service - even if the service is
also facilitating and encouraging the infringement - by itself is never a
red flag.

This interpretation of "red flags" as requiring awareness of specific
identifiable infringing items is based in large part on the courts' under-
standing of Section 512(m), which provides that it is not a condition of
eligibility for a service provider to "monitor... its services or affirmatively
seek . . . facts indicating infringing activity. '340 The Veoh and Viacom
courts have held that Section 512(m) means that a service provider should
never have to conduct any searches, however simple, to remain protected
under section 512(c). Section 512(m) does not state this, however. It sim-
ply states that investigation is not a necessary "condition" of eligibility. As
the legislative history set forth above provides, once a service provider
becomes aware of red flags, it must then take action and, in doing so, must
further investigate the red flags: "[I]f the service provider becomes aware
of a 'red flag' from which infringing activity is apparent, it will lose the
limitation of liability if it takes no action. '34 1 While Section 512(m) does
not impose an obligation to monitor or seek out infringement prior to hav-
ing red flag knowledge, once a service provider does have red flag aware-
ness that infringement is occurring on its service, it should have an
obligation to take simple measures to follow up on those red flags by lo-

340 17 U.S.C. § 512(m) provides that:
Nothing in this section shall be construed to condition the applicability of
subsections (a) through (d) on-

(1) a service provider monitoring its service or affirmatively seeking
facts indicating infringing activity, except to the extent consistent with a
standard technical measure complying with the provisions of subsection
(i); or

(2) a service provider gaining access to, removing, or disabling access
to material in cases in which such conduct is prohibited by law.

See Viacom Int'l, Inc., v. YouTube, Inc., 718 F. Supp. 2d 514, 525 (S.D.N.Y.
2010), rev'd and remanded in part and affid in part, 676 F.3d 19 (2d Cir.
2012). "General knowledge that infringement is 'ubiquitous' does not im-
pose a duty ... to monitor or search its services for infringement."

341 S. REP. No. 105-190, at 44 (1998).
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cating and removing the instances of obvious infringement.342 Not doing
so should be tantamount to willful blindness, as the courts found in the
Cybernet, Fung and Aimster cases discussed above. It behooves the courts
to consider the Seventh Circuit's reminder that "[t]he common element of
the safe harbors is that the service provider must do what it can reasonably
be asked to do to prevent the use of its service by repeat infringers. ' 343

Instead, the Second and Ninth Circuits have placed the burden solely on
the right holder, even where it is vastly easier for the service provider to
identify and locate the infringing material on its service, e.g., multiple cop-
ies of an infringing work identified in a takedown notice or locker copies.

In requiring such a high level of actual and red flag knowledge -
such that the precise infringing item and by implication its location need
be known - the courts have created a standard that generally only will be
met if a DMCA compliant takedown notice is received. 344 The import is
that a file hosting service that complies with DMCA notices, has a regis-
tered DMCA agent and does not control and benefit from the infringe-
ment cannot be found liable for encouraging and facilitating infringement
on its site generally, but only for any specific items of infringement of
which it can be shown it had specific knowledge. Under this interpretation,
if Section 512 had been at issue in Grokster, for instance, instead of finding
inducement for all of the plaintiffs' works that were infringed, a court
might find the defendants liable only if and to the extent the plaintiffs
could prove that the defendants had knowledge of specific infringing
materials. By analogy, if the swap meet operator in Fonavisa had been
held to this standard, it would have had to name every infringing cassette

342 See JANE C. GINSBURG, User-Generated Content Sites and Section 512 of the
U.S. Copyright Act, in COPYRIGHT ENFORCEMENT AND THE INTERNET (IN-

FORMATION LAW SERIES) 193 ( Irini A. Stanatoudi ed., 2010) ("Section
512(m)'s dispensation of service providers from 'affirmatively seeking facts
indicating infringing activity' should not be entitle the service provider to
passive-aggressive ignorance.").

343 In re Aimster Copyright Litigation, 334 F.3d 643, 655 (7th Cir. 2003).
344 While most of the courts have not actually stated that compliance with notice

and takedown procedures automatically qualifies a provider, the bias in
favor of providers that do comply is very strong. See, e.g., Perfect 10, Inc. v.
CCBill, LLC, 488 F.3d 1102, 1109 (9th Cir. 2007) ("We hold that a service
provider 'implements' a policy if it has a working notification system, a pro-
cedure of dealing with DMCA-compliant notifications, and if it does not
actively prevent copyright owners from collecting information needed to is-
sue such notifications."); Viacom Int'l, Inc. v. YouTube, Inc., 718 F. Supp. 2d
at 523 ("Indeed, the present case shows that the DMCA notification regime
works efficiently: when Viacom over a period of months accumulated some
100,000 videos and then sent one mass takedown notice on February 2,
2007, by the next business day YouTube had removed virtually all of
them.")
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tape by title and artist and the booth at which it was sold in order to be
found liable.

If the district court in Viacom v. YouTube on remand finds specific
knowledge, whether actual or red flag, in any of the instances flagged by
Viacom, it will have to determine whether YouTube's liability, if any, ex-
tends only to those specific instances or whether it will lose the safe harbor
for all acts of infringement. Will YouTube only be liable for damages for
those instances of infringement where Viacom can prove YouTube had
specific knowledge? 345 Should this be the result if, as the record appears
to show, YouTube knowingly built its business on infringing content? Of
course, as the Second Circuit noted, to the extent YouTube is found to
have the requisite knowledge of specific works, in order to afford Viacom
a remedy, these works must have been alleged to have been infringed in
Viacom's complaint.

An important issue is that the Second and Ninth Circuits both rely on
the relief provided to rights holders through the notice and takedown pro-
cedures and have been reluctant to find knowledge in the absence of a
DMCA notice. The Ninth Circuit has essentially stated that the essence of
Section 512 is the cooperation induced by the notice and takedown proce-
dures346and that a copyright holder that does not take advantage of notice
and takedown procedures should not later be allowed to bring suit. While
the Second Circuit in Viacom has held that actual knowledge can come
from sources other than a takedown notice (e.g., YouTube's internal
knowledge), the Ninth Circuit has expressly limited actual knowledge to
knowledge obtained from a takedown notice submitted by the copyright
owner. The Second and Ninth Circuits' reliance on notice and takedown
process to curtail infringement is misplaced. Congress enacted compliance
with the notice and takedown process as an entirely separate provision
from the knowledge and awareness requirements, because even then it
understood there would be cases where knowledge would be obtained
other than through DMCA notices. 347 There's no ambiguity in the statute
- Congress provided that, in order to take advantage of Section 512, the

345 YouTube had destroyed all of the e-mails from that period under its retention
policies, but one of the co-founders who had left YouTube had retained
copies of the e-mails on his personal computer. Memorandum of Law in
Support of Viacom's Motion for Partial Summary Judgment on Liability
and Inapplicability of the Digital Millennium Copyright Act Safe Harbor
Defense, supra note 168, at 22.

346 17 U.S.C. § 512(c)(1)(C), (c)(3) (2006).
347 Id. Section 512(c)(1)(A) requires removing content promptly upon "actual

knowledge" or "awareness of facts and circumstances," whereas 17 U.S.C.
§ 512(c)(1)(C), requires removing content upon a receipt of a DMCA com-
pliant notice under Section 512(c)(3).
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service provider must not have no actual or red flag knowledge, and com-
ply with DMCA notices.34 8

Contrary to what courts seem to believe, notice and takedown proce-
dures are hardly a panacea. No matter how many resources a copyright
owner puts into engaging in notice and takedown and how well the service
provider complies, as we have seen, it does not appear to be an effective or
efficient means of combating infringement. For high-traffic file hosting
sites, notice and takedown can only scratch the service of the vast quanti-
ties of infringing content, and whatever is taken down is typically put right
back up. 34 9 Also, contrary to what some courts have stated, copyright
holders are not necessarily in a better position to identify infringing copies
of their material on a service and notify the service provider. Although the
copyright owner may know what it owns, it is not privy to all copies of a
file hosting service. Nor does a copyright owner have the ability to search
a third-party file hosting service for its content, much less filter that con-
tent - the only reasonably effective way to remove infringing content
from many services.

Why did the courts feel the need to create a novel, higher standard of
knowledge and awareness for Section 512 that requires item and location
specific knowledge and in effect, turns Section 512 into a pure takedown
statute? Without a doubt, the case law arose out of valid concerns. Be-
cause any site that allows users to post content will very likely be hosting
some infringing content, courts understandably do not want to hold a ser-
vice that innocently does so liable. Plainly, Section 512 was intended to
protect such services. Therefore, actual and red flag knowledge have to
mean more than purely speculative knowledge - i.e., that there likely is
some infringing content somewhere on the service. However, there is a

348 See Montclair v. Ramsdell, 107 U.S. 147, 152 (1883) (Harlan, J.) (Court should
give effect, if possible, to every clause and word of a statute).

349 Some Clear Facts About Google's Transparency Report, RIAA Music NOTES

BLOG (May 30, 2012), http://www.riaa.com/blog.php?contentselector=riaa-
news-blog&blogselector=Clear-Facts-&news monthfilter=5&news-year.
filter=2012 ("For example, in a recent one month period, we sent Google,
and the site in question, multiple DMCA notices concerning over 300 sepa-
rate unauthorized copies of the same musical recording owned by one of
our member companies. Yet that song is still available on that site today
.... "). Moreover, notice and takedown is very costly for the service pro-
vider, as well as the copyright owner. Viacom reportedly spends approxi-
mately $100,000 per month to find infringing videos and have them
removed from YouTube and other Web sites. See Kevin Delaney, YouTube
Magic: Now You See It, Now You Don't, WALL ST. J., Aug. 8, 2007, at Al.
Small independent artists and distributors obviously don't have the re-
sources to maintain and implement such a full-scale notice and takedown
policy, which is ineffective in the long-run to actually keep infringing copies
off of unauthorized Web sites.
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wide swath of "knowledge" between speculative knowledge and specific
knowledge of each and every item of infringing content. As in the contrib-
utory liability cases, the courts are capable of distinguishing between the
case where a service knows there might be infringing content and where a
service knows it is swarming with infringing material, whether or not it can
list every single infringing item. With the Section 512(c) red flags stan-
dard, Congress was attempting to capture a form of culpable knowledge
that lies between such highly general and highly specific knowledge -
that is, whether the provider has sufficiently culpable knowledge such that
it should be required to take some action.

Part of the problem stems from the diametric manner in which the
Second and Ninth Circuits have framed the question of what "actual" and
"red flag" knowledge mean. The courts asked whether knowledge means
specific knowledge of each individual infringing item or general, specula-
tive knowledge that infringement is occurring on the site.350 Rather than
frame the question of a defendant's knowledge and awareness as either
item-specific or general and speculative, courts would better serve the pur-
poses of Section 512 to think in terms of culpable and non-culpable knowl-
edge. This is exactly what the Seventh Circuit did in Aimster and the
Fourth Circuit did in ALS Scan v. Remarq. The courts in those cases un-
derstood that Section 512 protection is directed toward the innocent, not
those who are aware that their service is being used for massive infringe-
ment, encourage it and cannot be bothered to take any action, however
simple, to address infringement. As the court in ALS Scan stated:

The DMCA's protection of an innocent service provider disappears at the
moment the service provider loses its innocence, i.e., at the moment it
becomes aware that a third party is using its system to infringe. At that
point, the Act shifts responsibility to the service provider to disable the
infringing matter, "preserv[ing] the strong incentives for service providers
and copyright owners to cooperate to detect and deal with copyright in-
fringements that take place in the digital networked environment. 351

With regard to "right and ability to control" and "economic benefit,"
the Second and Ninth Circuits have similarly deviated from the contribu-
tory liability common law standards and imposed heightened requirements
in the context of Section 512. Those courts have provided that the "right
and ability to control" standard in Section 512(c) requires "something

350 Viacom Int'l, Inc., v. YouTube, Inc., 718 F. Supp. 2d 514, 522 (S.D.N.Y. 2010),
rev'd and remanded in part and affid in part, 676 F.3d 19 (2d Cir. 2012)
("The principal question is whether 'actual knowledge' and 'awareness of
facts and circumstances from which infringing activity is apparent' mean a
general awareness of widespread infringement or actual or constructive
knowledge of specific, identifiable infringements of individual items.").

351 ALS Scan, Inc. v. RemarQ Communities, Inc., 239 F.3d 619, 625 (4th Cir.
2001) (quoting H.R. CorF. REP. No. 105-796, at 72 (1998)).
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more" than the ability to remove or block infringing content, which was
deemed to be evidence of the right and ability to control in vicarious liabil-
ity cases (since the ability to stop infringement is the essence of the ability
to control it).In addition, the few cases that have analyzed the economic
benefit prong in the context of Section 512 have similarly deviated from
vicarious liability case law, by refusing to consider whether the infringing
content acts as a draw for users. With respect to both the knowledge re-
quirement and the vicarious liability standard, the courts in these cases
thus have taken terms with well-established meanings under secondary lia-
bility case law and created new standards that make it much more difficult
for a plaintiff to establish liability. As the Viacom v. YouTube court itself
recognized before adopting the "something more" standard, terms used in
statutes should be given their well-settled meanings unless Congress pro-
vides otherwise. Nevertheless, the Second Circuit in Viacom chose to dis-
regard its own advice and the fact that, if Congress had intended
something other than the vicarious liability standard when using the iden-
tical language in Section 512, it would have so stated.

It has been argued that Congress must have intended different stan-
dards for knowledge and ability to control under Section 512(c) because
otherwise the safe harbor would never apply to protect against secondary
liability. But, that is indeed the case with respect to vicarious liability.
Congress used the vicarious liability standard wholesale in Section
512(c)(1)(B); as such, it must be assumed that it meant the vicarious liabil-
ity standard - so that if a service provider is vicariously liable, it is indeed
disqualified under Section 512(c)(1)(B). It is inconceivable that Congress
would have used the identical language from the cases that triggered the
enactment of Section 512, e.g., Netcom, and not intended to incorporate
that standard. With respect to contributory liability, Congress did use a
slightly higher standard for knowledge than the existing case law. Where
the contributory liability case law considers actual or constructive knowl-
edge as an essential element to finding contributory liability, Section
512(c) disqualifies a provider on the basis of actual or red flag knowledge.
As described above, red flag is a slightly higher standard than constructive
knowledge. As such, a service provider could be contributorily liable and
yet still protected under Section 512.

IV. CONCLUSION

In recent years, the case law in the Second and Ninth Circuits for both
direct and indirect copyright liability has developed in a manner that
makes it increasingly difficult for copyright owners to enforce their rights
with respect to the vast amount of infringement occurring via file hosting
services.
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As demonstrated above, many courts have set the "volition" standard
for finding direct infringement very high; and in the online context where
all actions are automated and software-driven, this arguably creates an un-
realistic barrier to copyright owners' establishing direct liability in such
circumstances. The Netcom volitional standard was intended to protect
truly passive conduits and neutral file hosting services, but has been ex-
tended to technologies such as Cablevision's offsite RS-DVR and even the
Hotfile and MP3tunes'services, which have used their user-stored materi-
als to create commercial destinations for a certain type of content.

The ability to hold a service directly liable for publicly performing
copyrighted works online has also been severely curtailed by the potential
loophole created by the Cablevision decision and its recent progeny, Aero.
As a result, services capable of transmitting a performance from a unique
copy of a work to each user may escape liability - even though both the
plain text and legislative history of the Copyright Act support a broad
construction covering transmissions by "any device or process" and all fur-
ther acts by which the performance of a work is transmitted or communi-
cated to the public.

At the same time, establishing secondary liability for file hosting ser-
vices that offer public access to a vast amount of copyrighted content has
become increasingly difficult. In recent file hosting cases, courts in the
Ninth and Second Circuits have held that even where infringement was
ubiquitous and blatant, the provider was protected from secondary liabil-
ity by the Section 512(c) safe harbor so long as it complied with notice and
takedown. This is a result of the courts extending the protection of Sec-
tion 512 to activities related to making infringing content available, as well
as storage, and their interpreting the Section 512(c) eligibility disqualifiers
much more strictly than the identical common law secondary liability stan-
dards (making it easy to qualify). These courts created heightened stan-
dards for knowledge in the Section 512 context, requiring knowledge of
each specific infringing item and sufficient information to locate it and re-
move it without having to conduct any form of search, including a simple
word search. These courts also have created a new standard for "ability to
control" that requires more than the ability to remove infringing content
and stop infringing activity. Given the blueprint provided by the Second
and Ninth Circuits, savvy file host services can flagrantly host infringing
content and avoid liability by merely complying with takedown notices.

Also troubling is the practice of analyzing eligibility for the safe har-
bor first and thereby avoiding having to address whether the provider is
secondarily liable, on the grounds that, if the provider is protected, there is
no need to reach secondary liability. This ignores the existence of poten-
tial limited injunctive relief under Section 5120) and allows the courts to
avoid analysis of culpability, even under theories of inducement liability.
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As a result, file hosting services that intentionally encourage and profit
from, and possibly even induce, infringement may be cleared of any liabil-
ity or responsibility for effective cooperation with rights holders, other
than responding to takedown notices.

Regardless of whether the service provider is getting rich from host-
ing from the copyrighted content of others, the Second and Ninth Circuits
have made clear that they do not believe the service providers in these
cases bear any responsibility for deterring infringement. As the court in
CCBill stated and courts in several other cases have repeated: Congress
placed "the burden of policing copyright infringement... squarely on the
owners of copyright. '352 A strong sentiment echoes throughout these
cases that file host services should bear no responsibility for locating in-
fringement through their services, no matter how blatant and "ubiqui-
tous," and regardless of how relatively simple it might be for the service to
locate and remove much of the infringing content.

Certainly, a service provider should not be held liable for every in-
stance of infringing conduct it fails to deter, nor should it be liable simply
because there could be infringement on its service. But if a service pro-
vider in fact knowingly encourages mass infringement or otherwise is
aware that it is a haven for infringement, common sense tells us that this
knowledge should be deemed a red flag. And, as stated in the legislative
history and described by Judge Posner in Aimster, where there are such
obvious red flags of infringement, albeit infringement generally, the ser-
vice provider should be required to take some simple measures to remove
infringing material. Filtering technologies, for instance, would be a simple
means of avoiding red flag awareness or willful blindness.

The courts all agree that Section 512 was intended to result in cooper-
ation between rights holders and service providers; the question is what
the cooperation should look like. Rights holders believe that cooperation
should result in some form of effective enforcement - not perfect, but
generally effective to impede infringement; service providers have argued,
and the Ninth and Second Circuits have agreed, that the cooperation be-
gins and ends with notice and take-down. If going forward, the courts add
a dose of common sense to the mix, as the Supreme Court did in Grokster
and Judge Posner did in Aimster, we might find a workable middle ground.
Where "the unlawful objective is unmistakable" as the Grokster Court
stated, the service provider should be held to task and cooperate in an
effective manner or risk liability.353

As more of these cases make their way through the appellate courts
and eventually to the Supreme Court, we will undoubtedly see further de-

352 Perfect 10, Inc. v. CCBill, LLP, 488 F.3d at 1113.
353 Metro-Goldwyn-Mayer v. Grokster, Ltd., 545 U.S. 913, 940 (2005).
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velopment and more consistency in the law. For instance, it is possible
that courts will find that service providers that induce infringement are
disqualified under Section 512(c)(1)(B) because they have the right and
ability to control the infringement and financially benefit from it, as the
court in Viacom suggested might be the case. Assuming the Supreme
Court accepts certiorari in one of these cases, it behooves the Court to
take a step back from these recent decisions and look at the impact of the
strained interpretations of volition, public performance, knowledge, and
right and ability to control that have evolved - standards that depart
from the long-standing meanings ascribed to these terms in the copyright
law and also from common sense. When an entity is responsible for inten-
tionally enabling and profiting from mass-scale infringement, it should
have some responsibly to effectively cooperate with rights holders.

Fortunately, many major service providers today understand that it is
in their interest to cooperate with content owners and are engaging in dis-
cussions or have even agreed to cooperate through measures such as filter-
ing or taking action against repeat infringers, for example through the so-
called six-strikes policies AT&T, Cablevision, Comcast, Time Warner
Cable and Verizon put into effect this summer.354 As we make our way
through this period of transition in copyright law, it behooves us all to
remember that we cannot take our creative industries for granted and that
our nation's enormous creative output is due in large part to the copyright
incentives that have been in place for centuries. Whether one believes in
strict or lean copyright laws, it makes little sense for Congress and the
courts to refuse to allow copyright holders to enforce even their most basic
rights under copyright.

354 Under this agreement, each time a user is found to engage in infringing activ-
ity, the user will be sent a notice, and by the fifth or sixth notice the ISPs
have agreed to take action such as temporarily reducing connection speeds
or requiring the user to review and respond to educational information on
copyright. See Jared Newman, Big Media Goes Easy with 'Six Strikes' Anti-
Piracy Measures, TIME (July 8, 2011), http://techland.time.com/2011/07/08/
six-strikes-anti-piracy-measures (last visited on June 14, 2012); Eleonora
Rosati, ISPs' Six Strikes Enforcement Plan in Force Next July, THE 1709
BLOG (March 15, 2012), http://thel709blog.blogspot.com/2012/03/isps-six-
strikes-enforcement-plan-in.html (last visited on June 14, 2012); see also
Mike Masnick, Organization Overseeing Six Strikes Agreement Between La-
bels and ISPs Includes Advisory Board to Try to Keep Tech Folks Happy,
TECHDIRT (Apr. 2, 2012), http://www.techdirt.com/articles/20120402/18015
918339/organization-overseeing-six-strikes-agreement-between-labels-isps-
includes-advisory-board-to-try-to-keep-tech-folks-happy.shtml.
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