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Abstract

Due to the advance of mobile network technologies, mobile personal devices are used to perform electronic payment. This paper pro-
poses a new on-line payment scheme for mobile network. The proposed scheme is not only performed in the home domain, but also can
be performed in visited domain. Our scheme provides consumer anonymity, authentication, non-repudiation and data integrity proper-
ties. The consumer can make transaction with shop, vendor machine and WAP site based on our scheme. Our scheme only includes sym-
metric encryption and one-way hash function, it takes lower computation cost and is more suitable for mobile device.
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1. Introduction

Electronic payment is an important issue of electronic
commerce, such as PayWord, MicoMint, PayFair, is used
to describe purchasing processes itself between buyers
and sellers [1-4]. Secure electronic payment will not only
make purchasing activities more convenient and flexible
but also create an unimaginable new era of business [1,5—
10]. Due to the advance of mobile network technologies,
mobile personal devices are used to perform electronic pay-
ment. Hung and Chen [11] proposed a mobile payment
scheme that can deal with shop by mobile phone. Their
main contribution is that merchant and bank cannot trace
consumer from the electronic coins by using Brands’s blind
signature [12]. However, their scheme has some drawbacks:
The consumers should withdraw electronic coins from
bank for each consumption. The merchant of their scheme
just only be the shop or vender machine. Moreover, the
scheme cannot be performed in roaming environment,
and takes much computation cost.
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Chen et al. [13] proposed another version of mobile pay-
ment scheme. Their scheme also has some disadvantages:
The merchant can impersonate a consumer to perform
the payment phase, and the merchant should be a WAP
site. Besides, the scheme cannot be performed in roaming
environment.

This paper proposes a new on-line mobile payment
scheme. We integrate electronic payment and the roaming
technology to develop a novel payment scheme. The pro-
posed scheme provides the following security requirements
[4,14-16]:

1. Consumer anonymity: Merchant and VLR (the visited
location register) need not to know the consumer’s real
identity. In a wireless network, a consumer must supply
his identity to the service network for verification. This
identity must be protected to against thwart fraud. In
our scheme, every consumer is assigned a temporary
ID to hidden the real identity.

2. Non-repudiation: From the aspect of merchant, it is
very important to prevent the possibility that a con-
sumer denies any electronic coins that he has spent.
At the same time, the consumer should not be wrongly
charged due to any account error or security faulty in
mobile network.
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3. Integrity: Outside parties should not be able to modify
transaction data.

4. Authentication: Malicious attackers cannot impersonate
any role involved in a transaction, such as merchants,
consumers, HLR (the home location register) or VLR
to damage partial or whole payment scheme.

5. Double-spending: Consumers, merchants or malicious
attackers cannot double spend electronic coins.

6. Roaming: Consumers still can perform this scheme in
roaming environment.

The rest of this paper is organized as follows. Section 2
introduces the proposed mobile payment environment.
Section 3 proposes a new mobile payment scheme for
roaming services. We analyze the security of the proposed
scheme in Section 4. Section 5 makes comparisons among
Hung and Chen’s scheme, Chen et al.’s scheme and our
scheme. Finally, conclusions are given in Section 6.

2. The mobile payment environment

The mobile payment environment includes four compo-
nents: consumers, HLR, VLR, and merchants.

The consumer must apply a SIM card with the mobile
payment feature from HLR. Fig. 1 shows the relationship
of the payment processes in home domain. The consumer
withdraws electronic coins from HLR by using his SIM
card. He sends the payment information to the merchant
(deals with WAP site in wireless network, deals with shop
or vendor machine by ultra-red ray). The merchant checks
the payment information by sending them to HLR. If HLR
returns the result is legal, the merchant will sell the product
to the consumer.

Fig. 2 shows the relationship of the payment processes
in visited domain. The VLR authenticates the consumer’s
identity via HLR’s help when the consumer roams in the
visited domain. The consumer can perform mobile pay-
ment scheme in this domain.

In addition, merchants will send the receipts to exchange
money back from its HLR.

1. withdrawal

Consumer HLR
B ——

2. payment 3. check

Merchants

Fig. 1. Payment in home domain.

2. authentication 1. login
HLR <+ VLR <«4——— | Consumer
4. check 3. payment
Merchants

Fig. 2. Payment in visited domain.

3. The proposed mobile payment scheme

Before interpret the proposed scheme, we give the defini-
tion of the notations in this paper. Then the proposed
scheme will show in Section 3.2.

3.1. Definition of notations

We use the following notations to describe the proposed
scheme.

C consumer

H the home location register (HLR)
V the visited location register (VLR)
M merchant

n the value of electronic coins.

IDc, IDy, IDy, IDy; the identities of consumer, HLR,
VLR and merchant, respectively.

TID, VID temporary identities of the consumer which are
used at home domain and visited domain, respec-
tively

K, 5 the shared key between two entities 4 and B

Sk, () the signature of HLR by signing with his private
key Ky

Ex, () the symmetric encrypt function using shared key
Ken

h'()  perform n times one-way hash function, and
WOy =h (1"7'()
T timestamp

3.2. The proposed schemes

The proposed mobile payment scheme consists of eight
phases as following:

1. Register: consumer registers in HLR and obtains SIM
card securely.

2. Withdrawing electronic coins in HLR: the consumer
should withdraw electronic coins in the home domain
before performing mobile payment.

3. Payment in home domain: consumer pays the electronic
coins to the merchant in his home domain.

4. Login VLR: the consumer roams in visited domain, he
must login VLR first.
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5. Payment in the visited domain: consumer roams in a vis-
ited domain, he pays the electronic coins to the mer-
chant of the visited domain.

6. Consumer withdraws electronic coins in the visited
domain: If the consumer runs out of his electronic coins
in visited domain, he can withdraw electronic coins via
VLR by performing this phase.

7. Logout VLR by the consumer himself: consumer logout
VLR.

8. The consumer logout from the old VLR by his HLR: the
consumer does not logout when he leaves a VLR but he
wants to login another new VLR. HLR should perform
this phase to cancel the authority of the consumer in the
old visited domain.

3.2.1. Register

In this phase, consumers register in HLR and obtain
SIM cards. The SIM card includes a shared key Kcy, a
temporary identity 77D and HLR’s identity IDy. The con-
sumer should perform the following steps to register in
HLR. Fig. 3 shows the transmitted messages between
HLR and consumer.

Step 1: The consumer sends a service request to the HLR.
Step 2: HLR generates a shared key and a temporary
identity as the following sub-steps.
2-1: Generate a shared key Kcy and a temporary iden-
tity TID for the consumer.
2-2: Save TID, Kcy and IDy in SIM card and his own
database respectively.
2-3: Return the SIM card to the consumer.

3.2.2. Withdrawing electronic coins in HLR

The consumer withdraws electronic coins via this phase
before paying. We assume that the consumer wants to
withdraw n units of electronic coins, he should perform
the following steps. The transmitted messages between
the consumer and HLR are shown in Fig. 4.

Step 1: The consumer generates electronic coins and
informs HLR as the following sub-steps.
1-1: Pick a non-repeat number Chainroor and compute
R, = hn( Chainroot)~
1-2: Use the shared key K¢y to encrypt R, n and time-
stamp 7.

Consumer HLR

1.request

\

2.TID,K,,,ID,

Fig. 3. Register.

Consumer HLR

1.Withdrawal, TID, R, EKC“(R,, Tl T)

-

2.Yes/ No, h(Yes/No | R, | Ko, 1 n I T)

Fig. 4. Withdrawing electronic coins in HLR.

1-3: Send the message: Withdrawal, TID, R,, Ex., (R,
I T) to HLR.

HLR receives the message and performs the fol-
lowing sub-steps to verify the consumer.

2-1: Recover the consumer’s real identity from TID.
2-2: Use the shared key Kcy to get R, n and T, and
verify R,. If the verification is correct, then HLR
performs Sub-step 2-3a, otherwise he performs
Sub-step 2-3b.

Deduct 7 units of electronic coins from consumer’s
account and send the message: Yes, h(Yes|R,
|Kculln||T) to the consumer.

Set n =0 and send the message: No, i (No|R,)||
Kcyln|T) to the consumer.

Step 2:

2-3a:

2-3b:

After Step 2, the consumer verifies A( Yes/No||R,|Kcu
[nlT). R, is the started point of the n units of electronic
coins. We use a symmetric encryption function to protect
confidentiality of n and timestamp 7.

3.2.3. Payment in home domain

We assume that the consumer buys some products that
cost x units of electronic coins in a merchant of home
domain network. The consumer pays x units of electronic
coins to merchant via the following steps. Without losing
of the generality, we assume that the consumer has spent
i units of electronic coins before consuming in this mer-
chant. The based point of the electronic coins is R,.
The transmitted messages of this phase are showed in
Fig. 5.

Step 1: The consumer generates the payment information
as the following sub-steps.
1-1: Compute Ri—x = hiix (Chainroot)
hx(Ri—x) =R
1-2: Send the message: Purchaselnformation, TID,
IDy, (R, Ri—y,X), h(KculIDpm|[Ri—|lx) to the
merchant.
The merchant verifies the value of the electronic
coins by performing the following sub-steps.
2-1: Verify R; = I"(R,_,).
2-2: Send the message: ID\, T, TID, (R,R,_,.,x),
h(KculIDm||R;— %) to HLR.
Step 3: HLR performs the following sub-steps to verify
the payment information.

such that

Step 2:
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Consumer

Merchant

1.Purchaselnformation, TID,
ID,, (R, R, x),

187

2.IDy, T, TID, (R, R, X),

hKey 11D, 1R, 1Y) Moy W IDy W R M0
3.TID,Yes/ No,
h( Ky, I'T Il x|l Yes/No)

-

-

Fig. 5. Payment in home domain.

3-1: Verify that whether the request exceeds con-
sumer’s balance and the based point R, If both
the verifications are correct, then HLR performs
Sub-step 3-2a, otherwise he performs Sub-step 3-
2b.

Update consumer’s based point to R,_, and send
the message: TID, Yes, h(Kgm||/T|x||Yes) to the
merchant.

Set x =0 and send the message: TID, No, h(Kgm
| 71|x]| Vo) to the merchant.

3-2a:

3-2b:

After Step 3, the merchant verifies ( Kipw T1|x]| Yes/ No) to
make sure (R;, R;_,x) is valid. The merchant delivers the
products to the consumer. The PurchaseInformation of Step
1 lists the products that the consumer ordered. (R;, R;_,, x) is
the payment which costs x units of electronic coins.

3.2.4. Login VLR

When the consumer roams in the visited domain, he
should perform the following steps to login the VLR. We
assume that the consumer has spent j units of electronic
coins before login this VLR. The based point of the elec-
tronic coins is R;. Fig. 6 shows the transmitted messages
among the consumer, VLR and HLR in this phase.
Step 1: The consumer computes the quota, total coin, of
his electronic coins by performing the following
sub-steps.
1-1: Compute total coin =j.
1-2: Send the message: CheckIn, TID, IDy, R;, h(R/

total_coin||Kcy) to VLR.

Step 2:
2-1:
2-2:

Step 3:

3-1:

3-2:

3-3:

3-4:

3-5:
Step 4:
4-1:

4-2:

Consumer

VLR

1. CheckIn,TID, ID,, R,
h( R/. || total _coin || K¢y )

2. Checkln,ID, , h( R, || total _ coin||

KCH )’ EK

VLR generates a shared key, a temporary virtual
identity (VID) and send those parameters to
HLR as the following sub-steps.

Select a non-repeat VID and a shared key Kcy.
Send the message: ChecklIn, IDvy, h(Rj|total
coin|Kcn), Ex,, (TID|VID| Rj{|Kcy) to HLR.
HLR performs the following sub-steps to verify
the authority of the consumer and returns some
parameters to VLR.

Decrypt the ciphertext and know who wants to
login VLR.

Check whether the consumer has logout from old
VLR. If the consumer does not logout from the
old VLR, HLR must perform “The consumer log-
out from the old VLR by his HLR” (Section
3.2.8).

Verify h(R/|total_coin|Kcn) and save VLR’s iden-
tlty, IDV

Use the shared key Kcy to encrypt those parame-
ters that VLR wants to give to the consumer as
Ek oy (IDV||VID||Kcvl| Yes/No|T), where the mes-
sage contains Yes when the verification in Sub-
step 3-3 is correct, otherwise it contains No.

Send the message: IDy, Ex,,(TID|total_coin| Yes/
Nol||Ex,,(IDy|VID| K¢yl Yes/No||T)) to VLR.
VLR records the quota of the consumer as
follows:

Decrypt the message to get and record the con-
sumer’s quota total_coin.

Send the message: IDy, Ex.,(IDy||VID|Kcvl| Yes/
Nol||T) to the consumer.

HLR

HV

(TID || VID || R, || Key)

\

4.ID,,E, (ID, || VID || Ko, ||
Yes/No || T )

-t
%

3.1D,, E,
Yes/ No
__Yes/ No

(TID || total _coin ||
I Ex., (IDy || VID || K¢y ||
(D))

Fig. 6. Login VLR.
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After Step 4, the consumer knows that he login VLR
successful by the message Yes, and saves his temporary vir-
tual identity VID and the shared key Kcvy. All of the con-
fidential messages are encrypted by the shared key Ky,
when the VLR wants to send them to HLR at Step 2.
The confidential messages are secure.

3.2.5. Payment in the visited domain

Assume the consumer buys some products that cost x
units of electronic coins in a merchant of visited domain
network. The consumer pays x units of electronic coins
to the merchant by the following steps. For generality,
we assume that the consumer has spent j units of elec-
tronic coins before shopping in this merchant. The based
point of electronic coins is R;. The messages transmitted
among the consumer, the merchant and VLR are shown
in Fig. 7.
Step 1: The consumer generates the payment information
by performing the following sub-steps.
1-1: Compute R, .= W~ (Chainroot) such that R, =

(Ry_).

1-2: Send the message: Purchaselnformation, VID, IDy,
(R, R, x), h(Kcv|[IDy||R;—Jx) to the merchant.
Merchant verifies the value of electronic coins as
follows:
2-1: Verify R; = h"(R;_y).
2-2: Send the message:/Dy, T, VID, (R, R;_.,x),
h(Kcv|[IDwm||R; - ][x) to VLR.
VLR verifies the payment information via per-
forming the sub-steps.

3-1: Verify the request does not exceed his quota and
the based point R;. If both the verifications are
correct, then VLR performs Sub-step 3-2a, other-
wise he performs Sub-step 3-2b.

3-2a: Update consumer’s based point to R;_, and send
the message: VID, Yes, h(Kym|Tlx||Yes) to the
merchant.

Set x =0 and send the message: VID, No, hi(Kvm
| 71lx/[No) to the merchant.

Step 2:

Step 3:

3-2b:

After Step 3, the merchant verifies i( Ky 7| x||Yes/No)
to make sure the (R;, R;_,,x) is valid. The Purchaselnfor-
mation of Step 1 lists the products that the consumer
ordered.

3.2.6. Consumer withdraws electronic coins in the visited
domain

If the consumer runs out of his electronic coins in visited
domain, he can withdraw electronic coins by performing
the following steps. We assume that the consumer wants to
withdraw »’ units of electronic coins. Fig. 8 shows the mes-
sages transmitted among the consumer, VLR and HLR in
this phase.

Step 1: The consumer generates n’ units of electronic coins
as follows:

1-1: Pick a non-repeat number C

1-2: Compute R, = K" (C} i o0)-

1-3: Send the message: Withdrawal, VID, R,

Ex.,(R,||7'|| IDy||TID||T) to VLR.

: VLR changes and forwards this message to HLR

as Sub-steps 2-1 and 2-2.

2-1: Change VID to TID.

2-2: Send the message: Withdrawal, TID, R,
IDy, Ex,, (R, ||n'|IDy||TID||T) to HLR.

HLR verifies the authority of the consumer as
follows:

3-1: Decrypt the ciphertext to get that the consumer
wants to withdraw »’ units of electronic coins
that starts with the based point R/, and verify
R!,. If the verification is correct, then HLR per-
forms Sub-step 3-2a, otherwise he performs
Sub-step 3-2b.

3-2a: Deduct n’ units of electronic coins from the
consumer’s account and send the message:
1Dy, Ex, (h(Yes||R, || Kcu) | TID|IR, ||| Yes) to
VLR.

3-2b: Set ' =0 and send the message: IDy,

Eg,y, (h(No||R,,||n'||Kcu) | TID||R, ||| No) to VLR.

VLR gets the new quota and based point of the

consumer by the following sub-steps.

4-1: Use shared key Ky to get n’ and R/,.

4-2: Record the new quota and based point of the
consumer.

4-3: Send the message: Yes/No,R.,, VID, h(Yes/No|R,,
||7'||Kcn) to the consumer.

’
hainroot*

Step 3:

Step 4:

After Step 4, the consumer verifies #(Yes/No| R,
||7'||Kcn) to make sure that he has got »n’ units of electronic
coins.

Consumer

Merchant VLR

1.Purchaselnformation, VID,
ID,, (R;, R, , x),
WK 1D, IR, I x)

2Dy, T, VID, (R;, R, , x),
h(Key IWID,, IR, 1l x)

\

\

3. VID,Yes/ No,
h(Ky,, I'T Il xIl Yes/No)

-t
%

Fig. 7. Payment in visited domain.
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Consumer

VLR

HLR

1. Withdrawal, VID, R',. ,

2. Withdrawal, TID, R. , ID,,

E. (R, Iln WID, W TID W T)| E, (R, Iln' W ID, | TID I T)

4. Yes/No, R',. , VID,
E(Yes/No IR Il n" Il Kgy)

3.ID, . E,, (h(Yes/No IR, Iln’

I Key)ITIDWR', Nin'llYes/ No )

Fig. 8. Consumer withdraws electronic coins in the visited domain.

3.2.7. Logout VLR by the consumer himself

If the consumer wants to leave the visited domain,
he can perform the following steps to logout. Without
losing of the generality, we assume that the consumer
has spent / units of electronic coins when he wants to
logout from the visited domain. The based point of
electronic coins is R;. The massages transmitted among
the consumer, VLR and HLR of this phase are shown
in Fig. 9.

Step 1: The consumer sends the message: CheckOut, VID,
R], h(KCH”R]”ID\/) to VLR.

Step 2: VLR performs the following sub-steps to verify
and settle the consumer’s account.

2-1: Verify R,

2-2: Settle the electronic coins that the consumer paid

is total_spent.

2-3: Send the message: CheckOut, TID, R, total spent,
h(Kcul||R|IDv), h(Kgyl|R]total_spent) to HLR.
HLR verifies total_spent and generates a signature
to VLR as follows:

3-1: Verify the consumer and VLR by Kcy and Ky
respectively.

3-2: Verify h""“~P“"(R)) = R;, where R; is based point
of electronic coins when consumer login VLR.

3-3: Record R, and total_spent.

3-4: Update the consumption record of the consumer.

3-5: Use his private key to sign a signature of total
spent and send the message: TID, Done,
Sk, (TID||IDy|R/|total_spent), h(TID|R||Kcy) to
VLR.

Step 3:

Step 4: VLR verifies the signature and informs the con-
sumer by the following sub-steps.
4-1: Verify the signature and save it.
4-2: Send the message: Done, h(TID|R||Kcy) to the
consumer.

After Step 4, the consumer knows that he has logout
from VLR.

3.2.8. The consumer logout from the old VLR by his HLR

If the consumer did not logout from old VLR by him-
self, and he wants to login a new VLR directly, HLR
should perform the following steps to logout the con-
sumer from the old VLR. For the generality, we assume
that the consumer has spent / units of electronic coins
before he login new VLR. The based point of electronic
coins is R;. Fig. 10 shows the messages transmitted in this
phase.

Step 1: HLR sends the message: CheckOutByHome, IDy,
TID, T, W(TID|T|K ) to the old VLR,
Step 2: VLR settles the consumer’s account as follows:

2-1: Verify i(TID||T||K ).

2-2: Settle consumer’s account, total_spent = [ — j (The
consumer had spent j units of electronic coins
before he login the old VLR).

2-3: Send message: TID, R, total spent, h(TID|
R)|total_spent||Kyy) to HLR.

Step 3: HLR verifies and generates the signature in the
following sub-steps.

3-1: Verify the equation h"”"“*P*"/(R)) = R;.

Consumer

VLR

HLR

1. CheckOut,VID,R,,h( K, |l
R 11'ID,)

\

2. CheckOut,TID,R,,
total _spent , h( K., | R, | ID,),
h( Ky, I R |l total _spent )

4. Done, h(TID | R, Il K,,)

3.TID,Done, S, (TID |l ID, |l
R, Il total _spent ), h( TID IR, Il
. Kew)

-
|

Fig. 9. Logout VLR by consumer himself.
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HLR VLR

1. CheckOutByHome, ID,,, TID,
T,KTID T | K,,)

\

2. TID, R, ,total _ spent,
h(TID || R, |l total _spent |l K, )

3. TID,SKH(TID II'ID, I R, Il total _spent )

Fig. 10. The consumer logout from the old VLR by his HLR.

3-2: Record R;.

3-3: Update the consumer’s consumption record.

3-4: HLR uses his private key to sign total spent as
receipt and sends the message: TID,
Sk (TID||IDvy||R{|total_spent) to VLR.

After Step 3, VLR verifies the signature and saves it.
4. Security analysis

In this section, we analyze the security of the proposed
scheme. In the home domain network, consumer uses tem-
porary identity TID instead of real identity, so that mer-
chants do not know consumer’s real identity. In visited
domain network, VLR only knows that consumer is one
of valid subscribers of HLR. The consumer uses the virtual
identity VID that VLR given to deal with merchants. Both
of VLR and merchants do not know the consumer’s real
identity.

Both the withdrawals in HLR and VLR phase, the # units
of electronic coins are represented by a hash chain:
Ro(=Chainroot)> Ri(="(Chainroot))s - - -» Rnfl(:hn_l(chainroot))a
R, (=I"(Chainroot))- The consumer should spend them by the
order: R,, R,_i, R,_>,...,R|,Ry. The seed of hash chain,
Chainroot» 18 randomly selected by the consumer in the
withdrawal phase. Nobody except the consumer knows the

body can get Rifl(:hl_l(chainrool)) from R(=/"(Chainroot))-
The consumer cannot deny that he has spent those coins.
Our scheme provides the non-repudiation property.

The mobile network is an open channel and anybody
can eavesdrop the transmitted message easily. In all phases
of in our scheme, we use the symmetric encryption function
to protect those confidential messages. The encryption key
is the shared key of receiver and sender and they can
authenticate each other. We also use the message authenti-
cation code (MAC) to provide the integrity of important
messages. The proposed scheme provides the integrity
and identity authentication.

The double-spending problem is an important issue of
electronic payment. In our scheme, HLR or VLR will ver-
ify the payment information on-line. The merchant will
provide those products to the consumer after he obtains
the proof from the HLR or VLR. The proposed scheme
prevents the double-spending problem.

5. Discussions

This section makes some comparisons among Huang
and Chen’s scheme, Chen et al.’s schemes and our scheme.
The first item of the comparisons is the consumer’s identity
confidentiality aspect. Our scheme and Huang and Chen’s
scheme can achieve that, but Chen et al.’s scheme is fail in
this point.

In interaction efficiency aspect, our scheme and Chen
et al.’s scheme almost takes the same number of steps,
but Huang and Chen’s scheme takes extra steps to with-
draw coins for each transaction. In addition, our scheme
can deal with merchant, vender machine and WAP site.
Huang and Chen’s scheme just can deal with merchant
and vender machine. Chen et al.’s scheme only can deal
with WAP site.

In the withdrawal phase, our scheme takes (n+ 2)7T}, +
2Tsym time totally, while Huang and Chen’s scheme takes
2Th + 16Ty + 10Ty + Tgiv + Taqa  time and  Chen
et al’s scheme takes 2nT} + 4Ty, time. The consumer
should take (n+ 1)T}, + Ty time to withdraw » units of

Chainroot- By the properties of one-way hash function, no- electronic coins in our scheme, while he takes
Table 1
The comparisons of our, Huang and Chen’s and Chen et al.’s schemes
Our scheme Huang and Chen Chen et al.’s
Anonymous of the consumer To merchant and VLR To merchant and HLR No
Rounds in withdrawal phase 2 6 2
Rounds in payment phase 3 1 3
The time cost of the withdrawal phase ~ (n + 2)T}, + 2Ty, 2T, + 16T gy + 10T + Taiv + Taga 20Ty + 4T gym
The time cost of the payment phase (W2 +n/2+ 4Ty T+ 6Texp + 3T (1%/2 4 n/2) Ty, + 4T
The types of merchant Merchant, vender machine and WAP site ~ Merchant and vender machine WAP site
Need to withdraw for each payment No Yes No
Support roaming Yes No No
Merchant can counterfeit consumer No No Yes

Note: T, — the time to execute one-way hash function. T¢,, — the time to execute modulus exponent. T}, — the time to execute public key encryption or
decryption. Ty, — the time to execute modulus multiplication. Tg;, — the time to execute modulus division. T,4q — the time to execute modulus addition.
Tym — the time to execute symmetric encryption or decryption. n — the number of electronic coins that the consumer withdraws.
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Ty + 13Txp + 9Ty + Tgiv in Huang and Chen’s scheme
and he should takes nT}, + 2Ty, in Chen et al.’s scheme to
withdraw n units of electronic coins. Our scheme is more
efficient.

In payment phase, our scheme totally takes (n*/2 + n/
2+ 4)T, time and consumer should take (n*/2+ n/
2+ 1)T, among these phase. Huang and Chen’s scheme
takes Ty, + 6Toxp + 3T 1w time and extra Ty, + 137, +
9T mu + Ty time to withdraw electronic coins. Chen
et al.’s scheme takes (n*/2 4+ n/2) Ty, + 4Ty, time and con-
sumer should take (n*/2 + n/2) T}, time in it. Our scheme is
more efficient in the payment phase. Table 1 summarizes
the comparisons.

6. Conclusion

We propose a novel on-line mobile payment scheme that
supports roaming service. In our scheme, no one except
HLR knows consumer’s real identity. We use MAC tech-
nique to protect data integrity and identity authentication.
Our scheme can deal with different type of merchants such
as: shop, vendor machine and WAP site. It is more practi-
cal. Our scheme only uses one-way hash function and sym-
metric encryption, so we have high performance and easily
apply it in mobile device that claims low computing and
less memory storage. Our scheme is practical and efficient
in mobile e-commerce.
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